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LAB 3: INTRODUCTION TO AMAZON EC2

SCREENSHOTS

Launched EC2 Instance

[Alt+S] B jat ®@ fr United States ¥

= EC2 » Instances » Launch an instance ® @ ':'.

@ Success

Successfully initiated launch of instance (i-049957605dbf8459b)

¥ Launch log

Initializing requests @ succeeded
Creating security groups @ succeeded
Launch initiation @ succeeded

Checked System Log

(] yay @ o} United States

e EC2 » Instances » [-049957603dbf8459b > Get system log ® B
EC2 < Get system log
When you experience issues with your EC2 instance, reviewing system logs can help you pinpoint the
Dashboard cause.
EC2 Global View [A
Events System log
¥ |nstances ast updated October 01, 2025, 12:02 (GMT-4) @ (|_|:| Copy log ) ( ¥ pownload )
Instances Review system log for instance i-049957603dbf8455b
Instance Types
—init[1
Launch Templates .
—-init[1l6
Spot Requests [ —-init[1

Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

¥ Images
AMIs

AMI Catalog

¥ Elastic Block Store

|
-
1
1
1
1
1
1

Volumes

Snapshots

Lifecycle Manager

¥ Network & Security

Security Groups
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Modified Security Group Rules

= o (@) o} United States ¥

e EC2 > Security Groups @ ® ® B

¥ Instances @ Inbound security group rules successfully modified on security group
(59-00ceec087a02247782 | Web Server security group)
Instances "
» Details
Instance Types
Launch Templates Security Groups (5) i
Spot Requests @ Export security groups to CSV E} Create security group
Savings Plans | Q, Find security groups by attribute or tag |
Reserved Instances
1 @
Dedicated Hosts
Capacity Reservations I Name v Security group ID v Security group name
l = 50-0989462894c5e4041 default
¥ Images =
J = 5g9-0194a563f63208c89 default
AMIs
0 - 4
AMI Catalog - 5g9-06732ddc92445ba%e Ec2SecurityGroup
. O - 5g9-0a1959a59c5f943af default
v Elastic Block Store —
| - 50-00cee087a02247782 Web Server security gr

Volumes

Tested Connection to EC2 Instance

¢« C @ O A& NotSecure 3.237.234.141 w X B 0 e o &

@ Messages @ Calendar # Fsu # FLITE [E Canvas & MyFSU @ MyGRCC U Bitwarden @ PCPP [JCyber [JAPA

Hello From Your Web Server!
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Modified/Resized Volume

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

Will Kittredge

= fay (@) 3 United States
G) Requested volume modification for volume vol-07dd311d7f604f1a7.
The volume is being modified.
Volumes (1) wro e © Create volume
less than a minute ago
—Saved filter sets -
|_ Choose filter set ¥ | | Q, search |
(Lvolume 10 = vol-07dds11d7f60af1a7 | X] ([ clearfitters | v )
1 @
J Name /7 v Volume ID v | Type v Size v 10PS
|:| vol-07dd311d7fe04f1a7 gp3 8 GiB 3000

Tested Stop Protection

6B &4 00 @

United Sta

O -

EC2

>

Instances

Dashboard
EC2 Global view [

Events

Instances
Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

(® Failed to stop the instance i-049957603dbf8459b

The instance 'i-049957603dbf8455b' may not be stopped. Modify its 'disableApiStop’

instance attribute and try again.

Diagnose with Amazon Q

Instances (1/2) info

@ ( Connect )( Instance state ¥ )( Actions ¥ ) Launch instances v

| Q, Find Instance by attribute or tag (case-sensitive)

| | All states ¥ |

1 @
= Name 0 v Instance ID | Instance state v | Instance type
OJ Bastion Host i-0a2c7119e40d31412 ® Running @ Q t2.micro

[ Web Server I-049957603dbf8459b ® Running @ Q t2.small
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SYNOPSIS

The main purpose of this lab was to provide an introduction to the Amazon Elastic
Compute Cloud (EC2) service within the AWS environment. The instructions cover basic (yet
fundamental) tasks like launching and monitoring instances, configuring network settings, and
modifying resource allocations.

Since we had already done a few other labs that leveraged EC2 instances prior to this
one, this was not actually our first time using the service. However, previous labs did not go into
nearly as many EC2-specific details compared to this one — any of their EC2-related instructions
usually just served as a way to prepare the lab environment for upcoming steps that were more
pertinent to lab’s focus. This lab, although relatively short and simple, was useful because it put
that information into one package for us to familiarize ourselves with. After having completed
the lab, I’'m confident in my ability to create and deploy simple EC2 virtual machine
configurations from the setup wizard. Since the process is conceptually similar to creating a
virtual machine instance in other environments that [’'m familiar with (e.g., locally on your own
computer), it felt relatively easy to get my bearings once I understood Amazon’s terminology.
When it comes to deploying and monitoring more advanced virtual machine configurations, I
think that I still need more practice using EC2 before I become confident in my ability to

leverage its features appropriately/effectively.
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LAB 4: WORKING WITH EBS

SCREENSHOTS

Created New Volume

[Alt+5] Q Q @ @ United States ¥

Laulmoin TEniplares

® successfully created volume vol-04069da96effd729b.

Spot Requests

Volumes () 5 © R

Reserved Instances

—Saved filter sets

Dedicated Hosts | Choose filter set ¥ | | Q, search |
Capacity Reservations 1 @
¥ Images ]| Name g v | volumeiD v | Type ¥ | size v | 1ops
AMIs - vol-Oead46dc79a71a73b gp3 9 GiB 3000
AMI Catalog ] vol-031f8c49e825ab2d6 ap3 8 GIB 3000
¥ Elastic Block Store ] My volume vol-04069dag6effd725b gp2 1GiB 100
Volumes
Snapshots

Lifecycle Manager

Attached New Volume

a+s) | & o @ ) United States

Ldummaim rmipiaces
Spot Requests

Savings Plans Last updated -
g Volumes (3) Info N :IT :Li;a;o @ Create volume

Reserved Instances

—Saved filter sets

Dedicated Hosts | Choose filter set ¥ | | Q, search |
Capacity Reservations 1 @
¥ Images 1] Name 2 v | volumeID v | Type v | size v | 1opPs
AMis i vol-Oead46dc79a71a75b gp3 9 GIB 5000
AMI Catalog ] vol-031f8c49e825ab2d6 gp3 8 GIB 3000
¥ Elastic Block Store [Tl My Vvolume vol-04069dag6effd725b gp2 1GiB 100
Volumes
Snapshots

Lifecycle Manager
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Connected to EC2 Instance

EC2 Instance Connect

t+5] 3] o @ i} United States

i-081e3264c580cc1a3 (Lab)

PubliclPs: 44.210.118.101  PrivatelPs: 10.1.11.71

E CloudShell Feedback fvacy Cookie preferences

5, Amazon Web Services, Inc. or its affiliates.
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Removed Data (After Snapshot)

'm Smnt/

Account ID: 3953-8885-B888

[a+s] | (B 2 (©)] ) United States ¥

voclabsfuser3455021=kittrew@ferris.edu

e ® ° o6 wm

¥ Instances @ Successfully attached volume vol-03ebd57edbf4098d9 to instance *
Instances i-081e3264c580cc1a3.

Instance Types ast updated :
” Volumes (4) 1) crese votume

Launch Templates

Saved filter sets

Spot Requests Choose filter set W Q, search
Savings Plans 1 L
Reserved Instances )
Name £ v Volume ID v Type v Size v 10OPS
Dedicated Hosts
vol-Oead46dc79a71a73b gp3 9 GiB 3000
Capacity Reservations
Restored Volu... vol-03ebd57edbf4098d9 gp2 1 GiB 100
¥ Images
vol-031f8c49e825ab2d6 gp3 8 GiB 3000
AMIs
My Volume vol-04069dag96effd729b gp2 1 GiB 100
AMI Catalog

v Elastic Block Store

Volumes

Tested Snapshot

rm
Jmnt
st +found
rgip-10-1-11-71

2r@ip-10-1-11-71
ré@ip-10-1-11-71
lost+found
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SYNOPSIS

This lab served as an introduction to using the Elastic Block Store (EBS) for Amazon
EC2 instances. Instructions covered basic tasks such as creating and attaching volumes, making
and utilizing snapshots, as well as creating filesystems on the EBS volumes that we made (and
mounting them).

Generally, I found this lab to be relatively simple and straightforward compared to some
of the other ones. However, the concepts that it covers are undoubtedly foundational when it
comes to managing virtual machines/resources. I would argue that the ability to easily create and
deploy snapshots (as well as the wrangling of virtual hardware, such as disks) is one of the
primary technical benefits of utilizing virtualization and cloud technology — so it’s important that
we actually know how to perform those actions in AWS. Like with other concepts we’ve covered
in previous labs (e.g., launching EC2 instances, configuring firewall rules), I found it easy to
understand how to manage volumes and snapshots using EBS due to prior experience with other
virtual environments.

After having completed the lab, I feel like I have most of the skills that I would need to
create a reliable simple environment in AWS — such as moving a homelab with a few test VMs
into the cloud. We know how to launch instances from the EC2 lab, how to manage their
volumes and snapshots from this lab, how to create the desired networking configuration(s) from
the VPC lab, and various supporting concepts from the rest of the labs, assignments, and course

content.
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CHALLENGE LAB 4: CREATING A STATIC WEBSITE

SCREENSHOTS

Created Bucket and Enabled Static Website Hosting

® Ssuccessfully edited static website hosting.

Disabled

Requester pays

When enabled, the requester pays for requests and data transfer costs, and anonymous access to this bucket is disabled. Learn more [2

Requester pays
Disabled

Static website hosting

Use this bucket to host a website or redirect requests. Learn more [3

() We recommend using AWS Amplify Hosting for static website hosting ( Create Amplify app [ )
Deploy a fast, secure, and reliable website quickly with AWS Amplify Hosting. Learn more
about Amplify Hosting [3 or View your existing Amplify apps [2

S3 static website hosting
Enabled

Hosting type
Bucket hosting

Bucket website endpoint
When you configure your bucket as a static website, the website is available at the AWS Region-specific website endpoint of the bucket. Learn more E
|_|:| http://bucket-test-210349.53-website-us-east-1.amazonaws.com [

Tested Connection after Uploading Files

L

O A Not Secure bucket-test-210349.53- ¥y &+ B W oo v & @9

@ Messages @ Calendar # FsU # FLITE [ Canvas & MyFSU @ MyGRCC W Bitwarden @ PCPP [JCyber [JAPA

403 Forbidden
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Updated Bucket Policy

= jal ®@ ol United States

e Amazon 53 » Buckets » bucket-test-210349 @ £ @

Amazon S3 < @ Ssuccessfully edited bucket policy.

that your applications will work correctly without public access. If you require some level of public access
to your buckets or objects within, you can customize the individual settings below to suit your specific

General purpose buckets
Directory buckets storage use cases. Learn more E
Table buckets

Block all public access
Vector buckets M\ off

Access Grants » Individual Block Public Access settings for this bucket

Access Points (General Purpose
Buckets, F5x file systems)

Access Points (Directory Buckets) Bucket pollcy

Object Lambda Access Points

The bucket policy, written in JSON, provides access to the objects stored in the bucket.
Multi-Region Access Points Bucket policies don't apply to objects owned by other accounts. Learn more [3
Batch Operations

1AM Access Analyzer for 53

-

Block Public Access settings for this "Statement"™: [
account {

"Sid": "PublicReadGetObject”,
"Effect™ "Allow",

Dashboards "Principal": "*",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3::bucket-test-210349,/*"
AWS Organizations settings 1

¥ Storage Lens

Storage Lens groups

Feature spotlight m
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Tested Connection with Updated Policy

C @® O A NotSecure

@ Messages @ Calendar # FSu # FUTE [ Canvas

bucket-

Will Kittredge

¥

[}

test-210349.53- ¥ B ©

& MyFSU @ MyGRCC W Bitwarden @ PCPP [JCyber [JAPA

06 w & i

Frank baKes a rich variety of cooKies. Try them
all!

The Café offers an assortment of delicious and delectable pastries and coffees that will put a smile on your face. From cookies to
croissants, tarts and cakes, each treat is specially prepared to excite your tastebuds and brighten your day!

Tea
Coffee
Latte

Hot

Chocolate
Yes, we
have it!

Our tarts are always a customer favorite!
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Modified File after Enabling Versioning

bucket-test-210349.53- v¥ &

C @ O

@ Messages @ Calendar # FSU # FUTE [E Canvas & MyFSU @ MyGRCC W Bitwarden @ PCPP (O Cyber [JAPA

& Not Secure

Will Kittredge

B U % o & i

Frank baKes a rich variety of cooKies. Try them

all!
Tea
o i ~
e ¥ Coffee
LRG| ‘;‘?i-: X(Ji b} Latte
Yo R 4 \U l{ 'é\
e , 3 Hot
. Chocolate
:. ’ ; Yes, we
e: AR ) have it!
OO W

The Café offers an assortment of delicious and delectable pastries and coffees that will put a smile on your face. From cookies to
croissants, tarts and cakes, each treat is specially prepared to excite your tastebuds and brighten your day!

Our tarts are always a customer favorite!
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Created Lifecycle Rules

[alt+s] | (3 o @ fri} United States ¥

= AmazonS3 » Buckets » bucket-test-210349 » Lifecycle configuration £ @

Lifecycle configuration
To manage your objects so that they are stored cost effectively throughout their lifecycle, configure their lifecycle. A lifecycle

configuration is a set of rules that define actions that Amazon S3 applies to a group of objects. Lifecycle rules run once per day.

Default minimum object size for transitions
All storage classes 128K

Lifecycle rules {2} @ View details Edit Delete Create lifecycle rule

Use lifecycle rules to define actions you want Amazon 53 to take during an object's lifetime such as transitioning objects to another
storage class, archiving them, or deleting them after a specified period of time. Learn more [2

| Q, Find lifecyele rules by name | 1 @3
Lifecycl... ¥ | Status v Scope v Current ... ¥ | Noncurrent versions actions v I Expired
S31A-old-

- @ Enabled Entire bucket - Transition to Standard-1A -
objects

delete-old-

— @ Enabled Entire bucket - Permanently delete -
objects
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Enabled Cross-Region Replication

Will Kittredge

@ Replication configuration successfully updated

Replication rules

Replication configuration settings

Configuration settings affect all replication rules in the bucket.

Source bucket
bucket-test-210349

Source Region
Us East (N. Virginia) us-east-1

Replication rules (1)

@ View details

Edit rule

ownership, transitioning replicas to another storage class, and

Replicatio
nrule v
name

Destinatio

v
Status n bucket

@ CloudShell

Feedback

= AmazonS3 » Buckets » bucket-test-210349 > Replication rules

If changes to the configuration aren't displayed, choose the refresh button. Changes apply only

to new objects. To replicate existing objects with this configuration, choose Create replication
job.

Replication enables automatic and asynchronous copying of objects across buckets in the same or different AWS Regions. A replication
configuration is a set of rules that define what options should be applied to a group of objects during replication.

1AM role
CafeRole [A

Delete Create replication rule

Use replication rules to define options you want Amazon 53 to apply during replication such as server-side encryption, replica

more. Learn more [?

Destinatio
n Region

1c. or its affil

Priority

( Create replication job )( Edit )

Storage F

v Scope v
class 4

Privacy Terms Cookie preferences
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SYNOPSIS

This lab was similar to the previous challenge lab we completed where we were tasked
with creating a dynamic website. The required files were provided to us (i.e., we did not have to
actually structure our own webpage using HTML/CSS), so the challenge was knowing how to
properly utilize S3 buckets and their features to create the desired outcome. This primarily
involved configuring the bucket correctly, modifying permissions and policies, and enabling
versioning.

I encountered a few minor issues with this lab, but I was able to progress through the rest
of the steps without problems after 10-15 minutes of research and troubleshooting. Creating and
applying the bucket policy gave me the most troubles, as I was initially unable to get Amazon to
accept the policy I provided. There were also a few quirks that I had to familiarize myself with
when it comes to using S3 buckets. In one case, I thought I had completed uploading all of the
website files to the bucket I created. I didn’t discover until later that file uploads are not
automatically initiated after you select a file or folder from your OS with the file picker — you
have to scroll to the bottom of the webpage and manually start the upload(s).

After completing the lab, I feel that I could set up a relatively simple static webpage
using AWS in a reasonable amount of time and without needing to rely heavily on
documentation. The lab content was also applicable to me personally, as I have been slowly
chipping away at a personal project that involves creating a static site to host my portfolio and

other work that I would like to share publicly.
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LAB 6: SCALE AND LOAD BALANCE YOUR ARCHITECTURE

SCREENSHOTS

Created AMI for Auto Scaling

2 0 @

United States (N. Virginia) v

voclabs/user3455021=kittrew@ferris.edu

eg > AMIs

EC2

Dashboard
EC2 Global View 12

Events

<

Instances

Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New
v Images

AMIs

AMI Catalog

4

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

<

Network & Security
Security Groups

Elastic IPs

Placement Groups

Key Pairs

Network Interfaces

Amazon Machine Images (AMIs) (1/1) info

@ ( 12 Recycle Bin ) ( 12 EC2 Image Builder ) ( Actions ¥ ) Launch instance from AMI

Owned by me ¥

Q_ Find AMI by attribute or tag

[ AMI ID = ami-0655a94a3bd8f0920 | X]

( Clear filters )

® = o

1 o]

Name £ v | AMiname v | AMIID v | Source v | Owner
[ WebServerAMI ami-0655a94a3bd8f0920 162694755476/ WebServerAMI 16269-
AMI ID: ami-0655a94a3bd8f0920 8 v

Details Permissions

AMI ID
[0 ami-0655a94a3bd8f0920

AMI name
03 WebServerAMI

Root device name
[0 /dev/xvda
Boot mode

uefi-preferred

Description
[0 Lab AMI for Web Server

Last launched time

Source AMI ID
I5] ami-0bdd88bd06d16ba03

Storage
Image type
machine

Owner account ID
0] 162694755476

Status

@ Pending

State reason

Product codes

Block devices
0 /dev/xvda=8:true:gp3

Source AMI Region
us-east-1

My AMI usage

Tags
Platform details
Linux/UNIX

Architecture
x86_64

Source
0] 162694755476/WebServerA
Mi

Creation date
[0 2025-10-31702:20:46.000Z

RAM disk ID

Deregistration protection
© Disabled

Root device type
EBS

Usage operation
Runinstances

Virtualization type

hvm

Kernel ID

Deprecation time

Allowed image
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Created Load Balancer

Will Kittredge

EC2

Dashboard
EC2 Global View 1

Events

v Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New
¥ Images
AMIs
AMI Catalog

Elastic Block Store

4

Volumes
Snapshots

Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

¥ Load Balancing

© 2 > Loadbalancers > LabeLe

@ Successfully created load balancer: LabELB

It might take a few minutes for your load balancer to fully set up and route traffic. Targets will also take a few minutes to complete the

registration process and pass initial health checks.

LabELB

¥ Details

Load balancer type Status
Application @ Provisioning
Scheme Hosted zone

Internet-facing Z355XDOTRQ7X7K

Load balancer ARN
0 arn:aws:elasticloadbalancing:us-east-1:162694755476:loadbalance
r/app/LabELB/dad1f363bcd385ce

< Listeners and rules Network mapping

Listeners and rules (1) o @

A listener checks for connection requests on its configured protocol and port. Traffic received by the listener is routed according to the default action

and any additional rules.

Q, Filter listeners

Protocol:Port v | Default action

« Forward to target group
LabGroup : 1 (100%)
Target group stickiness: Off

HTTP:80

Resource map

VPC
vpc-0596c79e8cbac923b |2

Availability Zones
subnet-034d3b55f99339b5e 1A
us-east-1b (use1-az4)
subnet-001d67611d1c07836 L2
us-east-1a (use1-az2)

DNS name Info

[0 LabELB-1863551978.us-east-1.elb.amazonaws.com (A Record)

Security

Manage rules ¥

v | Rules v |

1 rule

Monitoring

Manage listener ¥ Add

© Coetions ~)

Load balancer IP address type
IPv4

Date created
October 30, 2025, 22:25
(UTC-04:00)

Integrations Attr >

ener

1 @

ARN v | Security policy

0 ARN Not applicable
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Created Launch Template

e EC2 > Launch templates > LabConfig ® B @6
EC2 < LabConfig (lt-066edfcf8a812deda) (Cactions v ) ( petete template )
Dashboard
EC2 Global View (2 Launch template details
Events Launch template ID Launch template name Default version Owner

[0 1t-066edfcf8ag12deda [0 LabConfig o1 [0 arn:aws:sts:16269475547
¥ Instances 6:assumed-role/voclabs/user34
55021=kittrew@ferris.edu
Instances

Instance Types
Details Versions Template tags
Launch Templates
Spot Requests
Savings Plans Launch template version details C Actions ¥ ) ( Delete template version )

Reserved Instances

Version Description Date created Created by
- 0 2025-10-31T02:27:11.000Z 0 arn:aws:sts: 16269475547
6:assumed-role/voclabs/user34
55021=kittrew@ferris.edu

Dedicated Hosts 1 (Default) v
Capacity Reservations I —

Capacity Manager New

Instance details Storage Resource tags Network interfaces Advanced details
¥ Images
AMIs AMI ID Instance type Availability Zone Availability Zone Id
AMI Catalog 0] ami-0655a%4a3bd8f0920 [0 t2.micro - -
¥ Elastic Block Store Key pair name Security groups Security group IDs
I8 vockey - [0 sg-0dSaac52ddacf368a
Volumes
Snapshots

Verified Health of Auto Scaling Instances

aws

ginia) ¥

voclaby

e EC2 > Target groups @ ®© T 6
EC2 < Target groups (1/1) o @ @it oty

Dashboard Q| Filter target groups 1 o]
EC2 Global Vi A

obal View 12 Name v | ARN v | Port v | Protocol v | Targettype v | L
Events

[ LabGroup IO arn:aws:elasticloadbalancin... 80 HTTP Instance Lz
¥ Instances

Instances
Instance Types
Launch Templates
Spot Requests Target group: LabGroup v
Savings Plans
Reserved Instances Details Targets Monitoring Health checks Attributes Tags

Dedicated Hosts

Capacity Reservations P .
pacity Registered targets (2) i @ Anomaly mitigation: Not applicable @ Deregister

Capacity Manager New
Target groups route requests to individual registered targets using the protocol and port number specified. Health checks are performed on all
¥ Images registered targets according to the target group's health check settings. Anomaly detection is automatically applied to HTTP/HTTPS target groups
with at least 3 healthy targets.

AMIs
AMI Catalag Q, Filter targets | 1 8
¥ Elastic Block Store Instance ID v | Name v | Port v | Zone v | Healthstatus v | Health status detail
Volumes
i-08b88d37bd2266e3f Lab Instance 80 us-east-1a (us... @ Healthy -
Snapshots
Lifecycle Manager 0 i-0f385ec37bebcb8fa Lab Instance 80 us-east-1b (us... @ Healthy -

¥ Network & Security
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Reached Application

| EC2 | us-east-1 B Load balancers | EC2 | us-cast-1X [l Auto Scaling groups | EC2 | us-- X | Welcome to Academy Cloud Found. X

C @ O A NotSecure labelb-1863551978.us-east-1.elb.amazonaws.com By & R L))

O Messages [ Calendar # rsu & FUTE B Canvas & MyFSU @ MyGRCC 1D Bitwarden & PCPP (D Cyber (JAPA (D Other [ Debian

AWS  |oadTest RDS

Meta-Data Value
Instanceld I-0f385ec37bebcb8fa
Availability Zone us-east-1b

Current CPU Load: 6%

Checked Alarm Status (OK)

e CloudWatch > Alarms > TargetTracking-Lab Auto Scaling Group-AlarmHigh-a3aec4de-cc15-4826-ba60-e6ba798defdd ®

CloudWatch @ TargetTracking-Lab Auto Scaling Group-AlarmHigh-a3aec4de-cc15-4826-ba60-e6ba798defdd

Favarites and recents » @ ( View ¥ ) ( Actions ¥ ) (@ Explore related ) ( % Investigate ¥ )

Dashboards Graph 3h 1d w B UTC timezone ¥
» Al Operations New CPUUtilization @ox
o >50 for 3 points within 3 es
v Alarmsé 0 ® 1 O 1 CPUUtilization > 50 for 3 datapoint: ithin 3 minute
In alarm
All alarms New Percent
gilling 50
v
Logs 25
Log groups
Log Anomalies f
2e-4
Live Tail 23:45 00:00 00:15 00:30 00:45 01:00 01:15 01:30 01:45 02:00 02:15 0230

Logs Insights @ CPULtilization

Contributor Insights

¥ Metrics

All metrics New
@ inalarm 0K O Insufficient data @ Disabled actions
Explorer

Streams
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Checked Alarm Status (In Alarm)

e CloudWatch > Alarms > TargetTracking-Lab Auto Scaling Group-AlarmHigh-a3aec4de-cc15-4826-ba60-e6ba798defdd ®
CloudWatch < 5 - 0
/A TargetTracking-Lab Auto Scaling Group-AlarmHigh-a3aec4de-cc15-4826-ba60-e6ba798defdd
arms
Favorites and recents > @ ( View ¥ ) ( Actions ¥ ) (@ Explore related ) ( % Investigate ¥ )
Dashboards Graph 3h 1d 1w UTC timezone ¥
» Al Operations New CPUUtilization & In alarm
v Alarms A1 @1 O CPUUtilization > 50 for 3 datapoints within 3 minutes
In alarm
All alarms New Percent
gilling 9
¥ Logs 105
Log groups
Log A li
0g Anomalies 204
Live Tail 00:00 00:15 00:30 00:45 o01:00 0115 01:30 01:45 02:00 02:15 02:30 02:45
Logs Insights @ CPULtilization
Contributor Insights
¥ Metrics 0:00 015 [ 00 15 %0 45 200 215 230 245
All metrics New
@ inalarm © 0K [ Insufficient data @ Disabled actions
Explorer
Streams

Observed Automatic Creation of Additional Instances

e EC2 > Instances

EC2

Dashboard
EC2 Global View |2

Events

4

Instances
Instances
Instance Types
Launch Templates
Spot Requests

Savings Plans

U
< Instances (6) info e @ connect ) ((instance state v ) (CActions v ) (Lstinch instances | |
Q, Find Instance by attribute or tag (case-sensitive) All states ¥ 1 @
| | Name & v | Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarmstatus |
] Labnstance i-Daadc3f367e0a9419 @ Running @ @ t2.micro @ 2/2 checks passec  View alarms + 1
"] Bastion Host i-032ef0e829123000e @ Running @ & t2.micro @ 2/2 checks passec  View alarms + 1
| Lab Instance i-0f385ec37hebcbBfa @ Running @ @ t2.micro @ 2/2 checks passec  View alarms + 1
| Lab Instance i-018723f5b1a7d7bed @ Running @ @ t2.micro @ 2/2 checks passec  View alarms + 1
| Lab Instance i-08b88d37bd2266e3f @ Running @ @ t2.micro @ 2/2 checks passec  View alarms + 1
| Web Server 1 i-0dc75627908c57cdc @ Running @ @, t2.micro @ 2/2 checks passec  View alarms + 1
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SYNOPSIS

For this lab, we were tasked with using Elastic Load Balancing and Auto Scaling in order
to automatically scale and load balance from one EC2 instance to multiple. The steps primarily
involved creating a machine image template, creating and configuring a load balancer, launch
template, and auto scaling group, monitoring performance, and observing automatic scaling after
a CPU load test.

Unfortunately, I ran into an issue when following the launch template and auto scaling
group instructions in task 3 where AWS failed to create the auto scaling policy after I finished
the setup wizard — it claimed that I had insufficient permissions for some reason. This caused the
expected alarms to not appear within CloudWatch, so I had to re-create the auto scaling policy in
order to get this portion of the steps to work. I was able to manually edit the auto scaling group
so that I could create another policy without needing to delete the entire group and start over. I
suspect that this configuration might have been s/ightly wrong due to how long it took
CloudWatch to pick up some of the metrics, but it ended up working as intended after a few
minutes of waiting for it to respond to my activity (e.g., initiating the CPU load test).

In the absence of any strange permissions issues, I feel confident in my ability to create
simple load balancing configurations in AWS with these tools after completing the lab. There are
more configurations and setup wizards to complete than I had initially expected, but I found that
these were relatively easy to follow once I read the instructions and understood what the purpose

of each change that we made was.
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CHALLENGE LAB 6: MIGRATING A DATABASE

SCREENSHOTS

Created Database

B L4 @ @ @ unitedstates(N.

e Aurora and RDS Databases ® B 0

Aurora and RDS < + Creating database cafedatabase View connection details X
Your database might take a few minutes to launch. You can use settings from cafedatabase to
Dashboard simplify configuration of suggested database add-ons while we finish creating your DB for you.
Databases
Query editor Databases (1) @ Group resources @ Create database v
Performance insights Q, Filter by a 1 ]
Snapshots
Exports in Amazon 53 DB identifier A Status v Role v Engine ¥ Region ... ¥
Automated backups
cafedatabase @ Creating Instance MariaDB us-east-1a
Reserved instances
Proxies
Checked Database Content
Session ID: user3455021=kittrew@ferris.edu-gock7yvepvu24hlz4 7kysx13fu Shortcuts Instance ID: i-01d655496£3d4949¢ Terminate

Server version: 10.2.38-MariaDB MariaDB Server
Copyright (e) 2000, 2018, Oracle, MariaDB Corporation Ab and others.
Type 'help for help. Type '\c¢' to clear the current input statement.

MariaDB [ (none) ]> show databases;

cafe db
information_schema
mysqgl

performance schema
test

MariaDB [ (none)]> use cafe db
Reading table information for completion of table and
You can turn off this feature to get a quicker startup with -A

Database changed
MariaDB [cafe db]> show tables;
4

order_item

product

product_group

4 rows in set (0.00 sec)

MariaDB [cafe db]> select * from "order’;
Fo—m Fom t——————t
| order number der date time amount

13:09:49
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Dumped Database Content

Session ID: user3455021=kittrew(@ferris.edu-gock7yvepvu24hlz47kysx13fu Shortcuts Instance ID: i-01d655496£3d4949¢ Terminate

[ec2-user@cafeserver ~]$ mysqgldump —-databas X t —-p > CafeDbDump.sqgl
Enter password:

[ec2-user@cafeserver ~]$ 1s

CafeDbDump.sgl

[ec2-user@cafeserver ~]$

Imported Database Content to RDS

Session ID: user3455021=kittrew@ferris.edu-gock7yvepvu24hlz4 7kysx13fu ‘ Shortcuts Instance ID: i-01d6554963d4949¢ Terminate

[ec2-userlcafeserver ~]$ mysql -u admin -p —-host cafedatabase.cz3drz8rna5u.us-east-1. .amazonaws . com
Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 45

Server version: 11.4.5-MariaDB-log managed by https://aws.amazon.com/rds/

Copyright (c¢) 2000, 2018, Oracle, MariaDB Corporation Ab and others.
Type 'help;' or '\h' for help. Type ' to clear the current input statement.

MariaDB [ (none)]> show databa

cafe_db
information

mysql
performance schema

6 rows in set (0.00 sec)

MariaDB [ (none)]> use cafe db;
Reading table information for completion of table and column names
You can turn off this feature to get a guicker startup with -A

Database changed
MariaDB [cafe_db]> show tables;

order |
order item |
product |
roduc group |
—+
4 rows in set (0.00 sec)

MariaDB [cafe_db]> select * from “order’;

2020-06-20
2020-06-21
2020-06-22

2020-

2020~

2020-06-25
2020-06-25
2020-06-27

2020-06- 13:10:46
2020-07-02 13:10:58
2020-07-03 13:11:08
2020-07-04 13:11:17
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Stopped Database on EC2 Instance

Session ID: user345502 1=kittrew@ferris.edu-gock7yvcpvu24hlz4 7ky5x13fu Shortcuts Instance ID: i-01d655496f3d4949e Terminate

abled)

Tested Functionality

(=) Aurora and R B SecurityGroup | @ /cafe/dbPasswor [ Instances |EC2 | Café Order History & Systems Manage | Café Order History X

= C @ O  NotSecure hitp//3.218.164.144 | By & B LY

0 Messages |l Calendar # FsU % FUTE | Canvas & MyFSU @ MyGRCC WD Bitwarden % PCPP (D Cyber (JAPA [ Other (3 Debian

Café

Order History

Order History
Order Number: 26 Date: 2025-10-21 Time: 18:29:39  Total Amount: $2.00

Item Price Quantity Amount
Donut $1.00 2 $2.00

Order Number: 25  Date: 2025-10-21 Time: 18:00:47 Total Amount: $1.50

Item Price Quantity Amount
Croissant $1.50 1 $1.50

Order Number: 24 Date: 2020-07-28 Time: 13:14:07  Total Amount: $35.00

Item Price Quantity Amount
Strawberry Blueberry Tart $3.50 4 $14.00
Strawberry Tart $3.50 3 $10.50
Latte $3.50 3 $10.50

Order number 25 is from the test at the beginning of the lab before the migration,
while order number 26 is from the test at the end of the lab.
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SYNOPSIS

For this challenge lab, we were tasked with migrating from a database hosted on an EC2
instance to Amazon RDS, the service for relational databases in the cloud. The main challenge
was in understanding how the initial database configuration worked for the café application, and
then knowing which additional steps (i.e., ones not given in the instructions) we would need to
complete to switch to RDS and make the caf¢ application work with the new configuration.

Although I have some experience with databases, I was admittedly not confident in my
abilities at the start of this lab. The database security class was one of the first classes that |
completed in the ISI program, and I had not worked with any database technology since then
(apart from brief command line interactions like when we show the tables in this lab).
Fortunately, I didn’t find this to be a problem because most of the technical details were
abstracted away with the database creation wizard. ’'m becoming better at developing a sense for
which configuration options and services might need to be investigated when I encounter
problems in AWS, so I didn’t find it difficult to get the café application working once I finished
the database migration. There were a few minutes at the end of the lab where the menu page
initially didn’t work, but I quickly discovered that this was because I had forgotten to update the
database username and password values in the AWS secrets manager. As soon as I updated these
values, the page began working and I was able to successfully submit an order and view it in the

history.
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CHALLENGE LAB 7: VPC NETWORKING ENVIRONMENT

SCREENSHOTS

Launched Bastion Host

@ Success

¥ Launch log

Initializing requests

Creating security groups
Creating security group rules

Launch initiation

BB &4 @ @

Successfully initiated launch of instance (i-02af18fa4e01c1161)

@ succeeded
@ Succeeded
@ succeeded
@ succeeded

United States

Updated Route Table with Internet Gateway

BB & @ @

United States

e VPC » Route tables

VPC dashboard <

EC2 Global View [

| Filter by VPC

v Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
NAT gateways
Peering connections

Route servers New

Route tables (1/2) o

Last updated
less than a minute ago

@ —

| Q, Find route tables by attribute or tag

1 @

= Name v Route table ID v Explicit subnet
- - rtb-0Oe4830a3da2624ab9 -

[ = rtb-0b9d83fa54571e670 =
rth-0b9d83fa54571e670 8 v
Routes (2) | Both ¥ | ( Edit routes )
| Q, Filter routes |

1
Destination ¥ | Target v | status v | Propag... ¥ | RouteO.. ¥ |
0.0.0.0/0 igw-01409... @ Active Mo Create Route
10.0.0.0/16 local @ Active No Create Rou...
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Successfully Connected to Bastion Host

Created Private Subnet

B 4 @ @ United States ¥ —

voclabs/user3

e VPC > Subnets @ ® &

VPC dashboard ¢ @ You have successfully created 1 subnet: subnet-009631dc81850d634 *
Subnets (1/1) wre ) create subnet

| Q. Find subnets by attribute or tag |

=kittrew@ferris.edu

EC2 Global view [2

| Fitter by vPc v
_ . ({subnet 1o : subnet-oose31dcgn8s0de34 | X] ([ clear filters )
v Virtual private cloud
Your VPCs 1 ]
Subnets Name v Subnet ID v I State
Route tables [ Private Subnet subnet-009631dc81850d634 @ Availabl
Internet gateways
Managed prefix lists —_
subnet-009631dc81850d634 / Private Subnet 8 | v

NAT gateways

Peering connections

< Details Flow logs Route table Network ACL CIDR resel >

Route servers New

¥ Security

Details
Network ACLs
Subnet ID Subnet ARN
Security groups [0 subnet-009631dc81850d634 [0 arn:aws:ecz:us-east-1:740401185147:5u
. . . bnet/subnet-009631dc81850d634
¥ PrivateLink and Lattice \Pva CIDR /
Getting started Updated I0] 10.0.1.0/24 Available IPva addresses

. 0 251
Endpoints Updated Availability Zone

[BJ Cloudshen  Feedback Privacy ~ Terms  Cookie preferences
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Updated Private Subnet Route Table with NAT Gateway

BB &4 @ @

Will Kittredge

United States ¥

VPC dashboard <

EC2 Global view [3

| Filter by VPC v |

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
MNAT gateways
Peering connections

Route servers New

¥ Security
Network ACLs

Security groups

¥ PrivateLink and Lattice

e VPC » Route tables » rtb-03bfa83f0676fd4b3

® updated routes for rtb-03bfa83f0676fd4b3 / Private Route Table successfully

» Details

rth-03bfa83f0676fd4b3 / Private Route Table

Details o
Route table ID
[0 rtb-03bfa83f0676fd4b3

VPC
vpc-016db5d8daeb&7dbc | Lab VPC

Explicit subnet associations
subnet-009631dc81850d634 / Private Subnet

< Routes Subnet associations

Routes (2)

Edge associations

Main

rﬂl\lo

Owner ID
[0 740401185147

Edge associations

Route propagatii >

| Both ¥ | ( Edit routes :)

| Q, Filter routes

Destination ¥ | Target v | status
0.0.0.0/0 nat-ofd51fa... @ Active
10.0.0.0/16 local @ Active

1
v | Propagat... ¥ | RouteOr... ¥ |
No Create Route

No Create Rout...

Launched EC2 Instance in Private Subnet

= EC2 > Instances

@ Success

¥ Launch log

Initializing requests
Creating security groups
Creating security group rules

Launch initiation

> Launch an instance

Successfully initiated launch of instance (i-01eaa1c6c9900c508)

@ succeeded
@ succeeded
@ succeeded

@ succeeded
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Connected to Host in Private Subnet via SSH Passthrough

iser(d yute-1.amazon

#_
HHHH_ Amazon Linu
R,

mazon-Llinux

mazon-Llinux
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SYNOPSIS

During this challenge lab, we were tasked with applying our knowledge of the EC2 and
VPC services within AWS to create a virtual environment that meets the specifications we were
given. Some portions of the lab were guided, while others did not offer complete instructions and
required additional research or experimentation.

I ran into a few issues, but I think that the lab went well for the most part. Before I was

able to use any of the 'ssh-add commands that were in the instructions, I had to run

eval “ssh-agent —s7|first — which would then allow the |ssh-add command(s) to complete

without any error. I also discovered that the |-K| flag the instructions told me to use was incorrect
for my version of Linux (Debian 13). After making the SSH connection to a host, I had a minor

problem where my was unrecognized, but this could be solved quickly with

export TERM=xterm. At the end of the lab, I was able to create the network ACL to deny ICMP

traffic between the private subnet and the EC2 instance but was unable to get Amazon to apply
the settings. I’m not entirely sure what was happening since I think that my method was correct
based on their documentation, but I kept receiving permissions errors followed by network
connection errors to the AWS webpage itself (maybe something went wrong with my
connection?). Had the settings been applied, I think they would have worked correctly.

Overall, I feel more confident in my ability to leverage EC2 and VPC services to create
environments as needed without requiring specific instructions. It was nice to get more hands-on
practice with using the services, and it was validating to find that I could usually predict roughly
what steps were going to come next in the instructions even if I didn’t guess every detail

correctly.
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LAB 8: CREATE A VPC PEERING CONNECTION

SCREENSHOTS

Created and Accepted VPC Peering Connection

fay (@) ] United States (N. Virginia) v

voclabs/user345

e VPC > Peering connections > pcx-05¢84d18d1aZae699 ® B ©
VPC dashboard < ® Your VPC peering connection (pcx-05¢84d18d1a2ae699 | Lab-Peer) has been established. Madify my route tables now

To send and receive traffic across this VPC peering connection, you must add a route to the peered VPC in

one or more of your VPC route tables.

AWS Global View 12

Filter by VPC v

pcx-05c84d18d1a2ae699 / Lab-Peer

¥ Virtual private cloud

Your VPCs .
- Details info
ubnets

Requester owner ID Accepter owner ID VPC Peering connection ARN

Route tables I0) 530324763970 [0] 530324763970 [0 arn:aws:ec2:us-east-1:530324763970:vpc-

Internet gateways peering-connection/pcx-05c84d18d1a2ae699
Peering connection ID Requester VPC

Egress-only internet 0 pox-05c84d18d1a2ae699 vpc-0b04838a2b596afb0 / Lab VPC Accepter VPC

gateways vpc-0a11b233449f3313d / Shared VPC

Carrier gateways Status Requester CIDRs

) @ Active [0 10.0.0.0/16 Accepter CIDRs

DHCP option sets 15 10.5.0.0/16

Elastic IPs Expiration time Requester Region
- N. Virginia (us-east-1) Accepter Region

Managed prefix lists N. Virginia (us-east-1)

NAT gateways

Updated Lab Public Route Table

o] United States (N. Vi

voclabs/us: ittrew@ferr
e VPC > Routetables > rtb-00ad4d51edaf1c000 ®© B ©
f 4d51edaf1 Lab Public R T:
VPC dashboard < @ l:p;at:dllromes ‘or rtb-00ad4d51edaf1c000 / Lab Public Route Table successfully
etails

AWS Global View 12

rthb-00ad4d51edaf1c000 / Lab Public Route Table

Filter by VPC v

¥ Virtual private cloud .
Details info

Your VPCs
Route table ID Main Explicit subnet associations Edge associations
Subnets I} rtb-00ad4d51edaf1c000 15 No subnet-009d2cda13c21ef84 / -
Route tables Lab Public Subnet
VPC QOwmner ID
Internet gateways vpc-0b04838a2b596afb0 | Lab IF) 530324763970
Egress-only internet VPC
gateways
Carrier gateways Routes Subnet associations Edge associations Route propagation Tags

DHCP option sets

Elastic IPs Routes (3) Both ¥
@

Managed prefix lists
Q, Filter routes 1

NAT gateways

. Destination v | Target v | Status v Propagated v | Route Origin v |
Peering connections
Route servers New 0.0.0.0/0 igw-0f933e6372424e6.. @ Active No Create Route
. 10.0.0.0/16 local @ Active No Create Route Table
¥ Security
10.5.0.0/16 pcx-05c84d18d1a2ae6. .. @A(tive No Create Route
Network ACLs -
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Updated Shared-VPC Route Table

4 0 @

United States

Will Kittredge

VPC dashboard

AWS Global View |2

v Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
NAT gateways
Peering connections

Route servers New

¥ Security

Filter by VPC

e VPC > Routetables > rtb-Oalafe0231b2fec78

< @ Updated routes for rtb-0alafe0231b2fec78 / Shared-VPC Route Table successfully

» Details

Details info

Route table ID Main
[0 rtb-Oalafe0231b2fec78 8 No
VPC QOwmner ID
vpc-0a11b233449f3313d | I 530324763970
Shared VPC
Routes Subnet associations Edge associations
Routes (2)

Q, Filter routes
Destination v | Target v | status
10.0.0.0/16 pex-05c84d18d1a2ae6... @ Active
10.5.0.0/16 local () Active

rtb-0al1afe0231b2fec78 / Shared-VPC Route Table

Explicit subnet associations

Route propagation Tags

v Propagated
No

No

Edge associations

1 @
v | Route Origin v |
Create Route

Create Route Table

Created VPC Flow Log

QO @

United States (N. V.

voclabs/user345! ittrew@ferris.edu

VPC dashboard

AWS Global View 12

Filter by VPC

v Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists

e VPC > YourVPCs > fl-0dd08ae5ce3e35fd0

< @ Successfully created flow log for the following resource:

© vpc-0a11b233449f3313d

Bl ©

fl-0dd08ae5ce3e35fd0 / SharedVPCLogs

Details

Flow Log ID
[D) fl-0dd08ae5ce3e35fd0

Name
[0 SharedvPCLogs

State
@ Active

Creation Time
Tuesday, October 28, 2025 at
17:42:54 EDT

Destination Type
cloud-watch-logs

Destination Name
ShareVPCFlowLogs 12

1AM Role
arn:aws:iam::530324763970:r
ole/Vpc-flow-logs-Role 12

Cross Account IAM Role

Traffic Type
ALL

Max Aggregation Interval
1 minute

Log Format
Default

File Format

Hive Compatible Partitions

Partition Logs
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Tested VPC Peering Connection

E @ vPC|us-east-1 x & CloudWatch | us-east: Inventory System X+

<« C @ QO A NotSecure 3.223.129.93 B & B L))

© Messages |l Calendar # Fsu & FUTE || Canvas & MyfSU @ MyGRCC W) Bitwarden W PCPP [ Cyber [JAPA [JOther [ Debian

£ Settings
Store Item Quantity
i |[# | Puerto Rico | Amazon Echo | 12
I | | Paris Amazon Dot |3
@ | [ | Detroit Amazon Tap |5

<+ Add Inventory

This page was generated by instance i-05¢9d5bb9e6cf2161 in Availability Zone us-east-1a.

Viewed Flow Logs

2] o @ 1] United States (N. Virginia) ¥

voclabs/user345

e CloudWatch » Loggroups » ShareVPCFlowlogs » eni-066bffa2c2d813f82-all

CloudWatch < Log events @ ( Actions ¥ ) ( Start tailing ) Create metric filter

Favorites and recents » You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns [2

Q, Filter events - press enter to search m 1h UTC timezone ¥

Dashboards

» Al Operations

» Alarms Ao @o Do

v Logs > Timestamp | Message |
Log groups No older events at this moment. Retry
Log Anomalies L4 2025-10-28721:43:20.0007 2 538324763970 eni-ee6bffa2c2ds13f82 - - - - - - - 1761687800 1761687831 - NODATA
Live Tail > 2025-10-28T21:44:20.0007 2 5309324763970 eni-066bffa2c2dg13fe 1761687860 1761687891 - NODATA
Logs Insights » 2025-10-28T21:45:20.0002 2 530324763970 eni-066bffa2c2d813f82 - - - - - - - 1761687920 1761687951 - NODATA
Contributor Insights 4 2025-10-28T21:46:20.0002 2 539324763970 eni-e66bffazc2ds13fe2 1761687980 1761688011 - NODATA
. > 2025-10-28T21:47:37.0007 2 530324763970 eni-e66bffa2c2ds13f82 10.0.0.169 10.5.0.33 46788 3306 6 9 1035 1761688057 17616..
» Metrics New
> 2025-10-28T21:47:37.0007 2 530324763970 eni-066bffa2c2d813f82 10.5.0.33 10.0.0.169 3306 46788 6 7 536 1761688057 176168..
» Application Signals New
(APM) > 2025-10-28T21:48:12.0007 2 539324763970 eni-066bffa2c2dB13f82 10.0.0.169 10.5.0.33 46772 3306 6 9 669 1761688092 176168
. > 2025-10-28T21:48:12.0002 2 539324763970 eni-p66bffa2c2d813f82 10.5.0.33 10.0.0.169 3306 46772 6 6 420 1761688092 176168..
» GenAl Observability New
> 2025-10-28721:48:12.0007 2 530324763970 eni-e66bffa2c2ds13f82 10.0.0.169 10.5.0.33 46802 3306 6 9 713 1761688092 176168..
» Network Monitoring
> 2025-10-28T21: .avoz 2 539324763970 eni-066bffa2c2d813f82 10.5.0.33 10.0.0.169 3306 46802 6 7 830 1761688092 176168..
» Insights
> 2025-10-28721:48:20.0007 2 530324763970 eni-ee6bffa2c2d813fe2 - - - - - - - 1761688100 1761688131 - NODATA
Settings > 2025-10-28721:49:20.0007 2 538324763970 eni-ee6bffa2c2ds13f82 - - - - - - - 1761688160 1761688191 - NODATA
Telemetry config 4 2025-10-28T21:50:20.0007 2 530324763970 eni-@c6bffazc2ds1afez - - - - - - - 1761688220 1761688251 - NODATA
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SYNOPSIS

In this lab, we created a VPC peering connection between two pre-existing virtual private
clouds in our environment. In addition to creating the connection itself, we configured route
tables to ensure that traffic is delivered properly between VPCs and enabled logging so that we
could have insight into data on the network. At the end of the lab, we tested the configuration
and checked the logs to ensure that everything had functioned correctly.

Despite the lab being guided, I don’t feel confident in my ability to create configurations
that use VPC peering connections in an effective way. I didn’t have trouble following any of the
steps, but I also don’t think I understand what the correct use case/application of VPC peering is.
Of course, I know that this feature allows me to connect two VPCs (even between different
accounts and regions), but I don’t understand why this configuration was beneficial to the
environment that we created in our lab — as both VPCs belonged to the same account in the same
region. Perhaps I’m reading into it too much and it was only for demonstration purposes, but my
understanding is that we could have put the database in a private subnet within a single VPC and
then used security controls to achieve effectively the same result.

Otherwise, I feel like I have the foundations to use VPC peering effectively once I
develop a better understanding of when it should be used and why it might be desirable over a

different configuration.

Page 36 of 42



PORTFOLIO | AWS Cloud Labs Will Kittredge

CHALLENGE LAB 10: SCALABLE/AVAILABLE CAFE

SCREENSHOTS

Created NAT Gateway

o @©

United States (N. Virginia) v

voclabs/user3455021=kittrew@ferris.edu

VPC dashboard

AWS Global View 2

Filter by VPC

v Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

Carrier gateways

e VPC > NAT gateways > nat-Obf310f2def45115d

nat-0bf310f2def45115d / PubSub2-NAT

Details

NAT gateway ID Connectivity type

[0 nat-0bf310f2def45115d Public

NAT gateway ARN Primary public IPv4 address

[0 arn:aws:ec2:us-east-1:919496 3.232.193.112

498201:natgateway/nat-0bf310f

2def45115d Subnet
subnet-0ad525b3abfOcb15¢ /

VPC Public Subnet 2

vpc-03348a839429c33bd / Lab

VPC

State
@ Available

Primary private IPv4 address
03 10.0.1.231

Created
I5) Tuesday, November 4, 2025 a
t02:58:04 EST

©® B ©

State message Info
Primary network interface ID
eni-0dae7525c68e56392 12

Deleted

Modified Private Subnet 2 Route Table

Qo ®

United States (N. Virginia) ¥

voclabs/user3455021=kittrew@ferris.edu

VPC dashboard

AWS Global View 12

Filter by VPC

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
NAT gateways
Peering connections

Route servers New

v Security

@ Updated routes for rtb-0545d4988e33492ae / Private Route Table 2 successfully

» Details

Details info

Route table ID Main

I0) rtb-0545d4988e33492ae IO No

VPC Owner ID
vpc-03348a839429¢33bd | Lab I3 919496498201

VPC

Routes Subnet associations Edge associations
Routes (2)

Q, Filter routes

rtb-0545d4988e33492ae / Private Route Table 2

Explicit subnet associations
subnet-0Ob7ad649e0acf0e08 /
Private Subnet 2

Route propagation Tags

Destination v | Target v | Status v Propagated
0.0.0.0/0 nat-0bf310f2def45115d @ Active No
10.0.0.0/16 local (@ Active No

® B ®

Edge associations

&

1

v | Route Origin v

Create Route

Create Route Table
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Created Launch Template

Q ® ] United States (N.

e EC2 > Launchtemplates > LabLaunchTemplate ® B @
EC2 < LabLaunchTemplate (1t-083c1ac1647d35766) (" actions v ) (" pelete template )
Dashboard )

EC2 Global View 12 Launch template details
Events Launch template ID Launch template name Default version Owner
[0 1t-083c1ac1647d35766 IO LabLaunchTemplate o1 [0 arn:aws:sts:91949649820
¥ Instances 1:assumed-role/voclabs/user34
55021=kittrew@ferris.edu
Instances

Instance Types

Details Versions Template tags
Launch Templates
Spot Requests
Savings Plans Launch template version details ( Actions ¥ ) ( Delete template version )
Reserved Instances Version Description Date created Created by
Dedicated Hosts 1 (Default) v - [[] 2025-11-04T08:05:20.000Z 0] arn:aws:stsz91949649820
. . 1:assumed-role/voclabs/user34
Capacity Reservations
55021=kittrew@ferris.edu
Capacity Manager New
Instance details Storage Resource tags Network interfaces Advanced details
¥ Images
AMIs AMIID Instance type Availability Zone Availability Zone Id
AMI Catalog [0 ami-07457e911436d3692 [0 t2.micro - -
w Elastic Block Store Key pair name Security groups Security group IDs
[0 LaunchTemplateKeypair - [0 sg-05d781ef497fd413f
Volumes
Snapshots

Created Auto Scaling Group

o @ @ United States (N, Virginia) ¥ oy ) s fusersa550, rew@ferris.edu
e EC2 > AutoScaling groups > LabAutoScalingGroup ® B @
.
EC2 < LabAutoScalingGroup
Dashboard ) . .
. LabAutoScalingGroup Capacity overview
EC2 Global View L2
Events IO arn:aws:autoscaling:us-east-1:919496498201:autoScalingGroup:848483¢5-3598-4edf-8fba-3fb3bfa8b628:autoScalingGroupName/LabAu
toScalingGroup
¥ Instances
Instances Desired capacity Scaling limits (Min - Max) Desired capacity type Status
2 2-6 Units (number of instances) © Updating capacity

Instance Types
Launch Templates Date created
Spot Requests Tue Nov 04 2025 03:10:30 GMT-0500 (Eastern Standard Time)

Savings Plans
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Observed Instance Creation

fay ® ] United States (N. Virginia) v

voclabs/user3455021=kittrew@ferris.edu

e EC2 > Instances @ B o

EC2 < Instances (3) info “‘HHWI:'::‘:“I"E’(:{fﬁ;:: @ Connect ( Instance state ¥ ) ( Actions ¥ ) Launch instances ¥
Dashboard | Q, Find Instance by attribute or tag (case-sensitive) All states ¥ 1 @3
EC2 Global View 12 Name £ v \ Instance ID | Instance state v | Instance type ¥ | Status check | Alarm status | i
Fvents ) webserver 1-05775322d1fd167d5 @Ruming @ @ 2mico @ ?2/2 checks passec  View alarms +
¥ Instances "] CafeWebAppS...  i-016e6dc5h092f89be @Ruming @ @ t2micro @ 2/2 checks passec  View alarms +
Instances webserver i-0d06a409c1df5a314 @ Running & & t2.micro @ 2/2 checks passec  Viewalarms + |

Instance Types

Created Target Group

8 @ @ | UnitedStates(N.Virginia) ¥ iy cersassoni=kittrew@ferris.edu
e EC2 > Targetgroups > LabTargetGroup R o
EC2 <  LabTargetGroup
Dashboard .
Details

EC2 Global View 12
0 arn:aws:elasticloadbalancing:us-east-1:919496498201:targetgroup/LabTargetGroup/8b16eb9c45a72a03

Events

Target type Protocol : Port Protocol version VPC

v Instances Instance HTTP: 80 HTTP1 vpc-03348a839429c33hbd 2

Instances

IP address type Load balancer
Instance Types IPv4 @ None associated
Launch Templates
Spot Requests 3 @ 0 ® 0 3 0 0
Savings Plans Total targets Healthy Unhealthy Unused Initial Draining
Reserved Instances

0 Anomalous

Dedicated Hosts
Capacity Reservations » Distribution of targets by Availability Zone (AZ2)
Capacity Manager New Select values in this table to see corresponding filters applied to the Registered targets table below.

v Images
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Created Load Balancer

e EC2 > Load balancers > LabLoadBalancer (S C
EC2 < LabLoadBalancer @
Dashboard

v .
EC2 Global View 12 D its
Events Load balancer type Status VPC Load balancer IP address type
Application @ Provisioning vpc-03348a839429c33bd A 1Py
¥ Instances
Instances Scheme Hosted zone Availability Zones Date created
Internet-facing Z355XDOTRQ7X7K subnet-0ad525b3abf0cb15¢ 1A November 4, 2025, 03:27
Instance Types us-east-1b (use1-az2) (UTC-05:00)
Launch Templates subnet-0f40cB812e7384f47 2
Spot Requests us-east-1a (use1-az1)
savings Plans Load balancer ARN DNS name info
Reserved Instances [0 arn:awseelasticloadbalancing:us-east-1:919496498207:loadbalance ID) LabLoadBalancer-1891028567.us-east-1.elb.amazonaws.com (A Re
Dedicated Hosts r/app/LabLoadBalancer/faf78f050cd3e1b3 cord)
Capacity Reservations
Capacity Manager New
< Listeners and rules Network mapping Resource map Security Monitoring Integrations Attr >
¥ Images
AMIs
AMI Catalog Listeners and rules (1) info @ Manage rules ¥ Manage listener ¥
¥ Elastic Block Store A listener checks for connection requests on its configured protocol and port. Traffic received by the listener is routed according to the default action
and any additional rules.
Volumes
Snapshots Q Filter listeners 1 8
Lifecycle Manager Protocol:Port v | Default action v | Rules v | ARN ¥ | Security policy
¥ Network & Security

« Forward to target group
Security Groups (] HTTP:80 LabTargetGroup 12': 1(100%) 1 rule 0 ARN Not applicable

Elastic IPs Target group stickiness: Off

Placement Groups

Reached Café Application

| VPC | us-east- X | Cafél

C @ O A NotSecure labloadbalancer-1891028561.us-east-1elbamazonawscom/c- B B ¢v & R U

O Messages [ Calendar # rsu & FUTE B Canvas & MyFSU @ MyGRCC D Bitwarden & PCPP (D Cyber (JAPA (D Other [ Debian

Our café offers an assortment of delicious and delectable pastries and coffees that will put a smile on your face. From cookies to
croissants, tarts and cakes, each treat is especially prepared to excite your tastebuds and brighten your day!
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Started Stress Test

Observed Auto Scaling

aws i
2 United 3tates (H.V 2 voclabs/user3455021
e EC2 > Instances @ B ®

EC2 < Instances (7) info T ,‘““11]” @ ( t ( Instance state ¥ ) ( Actions ¥ ) Launch instances ¥
Dashboard Q, Find Instance by attribute or tag (case-sensitive) All states ¥ 1 i)
EC2 Global View |2 0

Name 2 v | Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarm status |
Events

webserver i-05775322d1fd167d5 @ Running @ @ t2.micro © 2/2 checks passec  View alarms + !

v Instances

webserver i-0952e660b69f5c317 @ Running @ @ t2.micro © 2/2 checks passec  View alarms + |
Instances

webserver i-072b51601c234b8f2 @Running @ @ t2.micro ®© 2/2 checks passec  View alarms + |
Instance Types

CafeWebAppS... i-016e6dc5b092f89be @Running @ @ t2.micro © 2/2 checks passec  View alarms + 1
Launch Templates

webserver i a409c1df5a. unning t2.micro checks passec  View alarms '
Spot Requests b: 0d06a409c1df5a314 R @ Q 2.mi 2/2 check View al +
Savings Plans webserver i-061223¢326f9f0cd4 ©@Running @ @ t2.micro @ 2/2 checks passec  View alarms + |
Reserved Instances webserver i-001a158706b8b978f @ Running @ @ t2.micro @ 2/2 checks passec  View alarms + !
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SYNOPSIS

In this challenge lab, we were tasked with using load balancing and auto scaling to create
a scalable and highly available architecture for the café web application. Before we could begin
configuring auto scaling, the existing network configuration had to be inspected and updated to
facilitate the desired multi-AZ environment. Tasks related to automatic scaling setup were
completed afterwards, and a stress test was initiated to confirm that automatic scaling worked.

Most of the lab went smoothly, but I experienced some minor issues towards the end.
Like in my previous lab, AWS failed to make the scaling policy after I completed the setup
wizard for the auto scaling group. This time, however, policy creation failed silently. I
discovered the issue during the final lab task where we observe more EC2 instances being
automatically deployed after noticing that nothing had changed about 5 minutes into the CPU

stress test. | had to modify the auto scaling group to re-create the automatic scaling policy, which

fixed this portion of the issue. The |stress --cpu 1 --timeout 600 command had also

completed by this time, which caused the CloudWatch alarm to never be triggered (preventing
any automatic scaling). Automatic scaling worked as expected after restarting the stress test and
waiting for a few minutes.

I feel more confident that I can use scalability and availability features in AWS with less
guidance after completing this lab and troubleshooting the issue that I experienced. With more
practice, I would feel comfortable attempting to use scalability and availability features in

combination with some of the others that we’ve covered (e.g., database services).
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