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Overview: 
• Creating and simulating a Security Operations Center (SOC) that would 

provide a hands-on environment for cybersecurity monitoring, 
detection, and response.

 
Goals:
• Successfully simulate an environment with network and host visibility
• Record evidence of malicious activity on networks/hosts
• Perform an investigation based on activity recorded in SOC
• Gain practical experience applicable in information security industry

 Project Overview & Goals
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 Proxmox
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 Network Diagram
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 Demonstration (video link)
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https://youtu.be/JWmEv3ulOtI


 Additional Evidence

Reconnaissance

Brute Force Attempt

Exploit
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• Host visibility
• Network visibility/PCAPs
• Case management and third-party integrations

 Security Onion
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T-Pot Landing Page
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• Connection dropouts
• Log processing failures
• Log ingestion delays
• Agents being knocked offline
• Exploits failing
• Caused by configuration problem

 Intermittent Reliability Problems
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• No packets reaching SOC
• Agents unable to reach SOC
• Degraded log quality
• Eventually resolved

 Network Configuration Problems
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 Conclusion

Goals:
      Successfully simulate an environment with network and host visibility 
       Record evidence of malicious activity on networks/hosts 
       Perform an investigation based on activity recorded in SOC 
       Gain practical experience applicable in information security industry 
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