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PART 1 
 

Synopsis 

In the first part of this project, we leverage the resources available in an AWS free tier 

account to set up a small penetration testing lab. We complete any necessary configurations 

AWS, subscribe to the images we need in the Marketplace, launch the images, and then use ssh 

to test our connectivity and install Nmap to check the scanning capabilities of our Kali machine. 

A separate VPC has been dedicated to this project environment. 

 

Screenshots 

Added Marketplace Images 
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Configured Environment and Launched Images 
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Tested SSH Connections 
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Initiated Nmap Scan 
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PART 2 
 

Synopsis 

In the second part of this pentesting project, we utilize the environment that we created 

and configured in part 1 to launch an attack from the Kali machine against a vulnerable FTP 

service on the Ubuntu machine. After performing this attack, we respond to the incident by 

analyzing the sniffed network traffic and by gathering information from the victim machine 

itself. We leverage concepts and skills from various AWS knowledge domains, and utilize tools 

like Nmap, Wireshark, Metasploit, and tcpdump. 

 

Screenshots 

Established SSH Connection to Kali 
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Installed Vulnerable Service on Ubuntu 

 

 

Opened Ports and Initiated Nmap Scan 
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Performed Attack with Metasploit 
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Identified Backdoor Connection on Ubuntu 

 

Note: I had to redo this step to capture another screenshot. Because of this, the PID and port numbers 

do not match prior screenshots. 

 

Retrieved Packet Capture from Ubuntu 
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Analyzed Packet Capture with Wireshark 

 

Due to the host 192.168.1.60 capture filter that I used with the tcpdump 

command, all of packets captured in this file are between the Kali and 

Ubuntu hosts. 52 packets were captured in total, 34 of which (65%) were 

directly related to the backdoor shell over port 6200 on Ubuntu. Notably, the 

payload data is unencrypted. In the screenshot above, we can view the results 

of one of the commands we ran (cat /etc/shadow) in plaintext. 
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PART 3 
 

Synopsis 

In the third part of the pentesting project, we set up the AWS CLI, test functionality, and 

use the pacu framework to assess some aspects of our environment. 

 

Screenshots 

Created IAM User 
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Installed and Configured AWS CLI 
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Described Instances 

 

 

Listed S3 Bucket 
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Uploaded to Bucket 

 

 

Started and Described Ubuntu Instance 

 

Note: I did not have to add any permissions for the describe-instance-attribute and describe-
security-group commands to work. This is because I added the default ReadOnlyAccess and 

SecurityGroup policies that come from AWS when I created the user – which include (among other 

things) these permissions. 
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Installed Pacu 

 

Pacu is an open source pentesting framework for the AWS cloud. The tool 

intends to aid in the assessment of AWS exploit and post-compromise 

potential by (for example) helping to simulate a breach and vet AWS services 

with a set of “compromised” keys used as the attacker. It includes modules 

for activities such as confirming permissions and performing privilege 

escalation scans. The tool attempts to address AWS penetration testing 

concerns within the information security community by providing methods 

for (relatively) easy/quick assessment of potential vulnerabilities and exploit 

potential issues, rather than compliance requirements. Pacu aggregates 

experience and research from AWS red team engagements and makes them 

available in the form of the previously mentioned modules, which improves 

efficiency and cuts time requirements for an assessment by a drastic amount 

(depending on the size of the environment/deployment). 
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Pacu set_keys 
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Pacu ec2__enum 
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Pacu data 
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Pacu cloudtrail__download_event_history 

 

This downloads a json file containing CloudTrail event history. It took a 

while for the command to complete, possibly because I’ve built up a log of 

events after accidentally leaving the EC2 instances on once or twice. 

  



PORTFOLIO | Cloud Pentesting Will Kittredge 

Page 21 of 21 

Pacu whoami 

 

This returns some information about the current pacu session. We can view 

the active access keys. 
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