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Alert ID ) DPort

RT 45 so-eth1-1 3.4 2024-12-1023:43:51  192.168.56.52 80 10.0.3.15 1081 6 ET INFO EXE - Served Inline HTTP
RT 1 so-ethi-1 3.83 2024-12-1023:43:51  192.168.146.131 4444 192.168.146.132 1036 6 ETINFO PE EXE Download over raw TCP

- 321 so-eth1-1 3.84 2024-12-1023:43:53  172.16.150.20 1097 58.64.132.141 80 6 ET TROJAN GhOst Remote Access Trojan Encrypted Session To CnC Server

- 5 so-ethi-1 3.85 2024-12-1023:43:53  172.16.150.20 1097 58.64.132.141 80 6 ET TROJAN Backdoaor family PCRat/Gh0st CnC traffic (OUTBOUND) 102

[ [ - 5 so-eth1-1 3.86 2024-12-1023:43:53  172.16.150.20 1097 58.64.132.141 80 6 ET TROJAN Backdoor family PCRat/GhOst CnC traffic
- 6 so-eth1-1 3.87 2024-12-1023:43:53  58.64.132.141 80 172.16.150.20 1097 6 ET TROJAN [ANY.RUN] Win32/GhOstRat Keep-Alive
n I I a Ve n RT 1 so-eth1-1 3.421 2024-12-1023:43:56  10.42.42.253 36406  10.42.42.56 5911 6 ET SCAN Potential VNC Scan 5900-5920

RT 5 so-eth1-1 3.422 2024-12-1023:43:56  10.42.42.253 40328 10.42.42.56 3306 6 ET SCAN Suspicious inbound to mySQL port 3306

Initial and potentially related events

Investigation Steps desedmyaton,

1 . Re p laye d p ac kets . sT Sensor Alert 1D Date/Time Dst IP DPort r | Event Message
. [rT] 1 so-ethi-1 3.87 2024-12-1023:43:53  58.64.132.141 80 172.16.150.20 1097 &  ETTROJAN [ANY.RUN] Win32/GhostRat Keep-Alive
° sudo tc prep 1 ay -1 et hi -Mi0 [ ] 1 so-eth1-l 3.88 202412-1023:43:53  58.64.132.141 80 172.16.150.20 1097 6  ETTROJAN [ANY.RUN] Win32/GhOstRat Keep-Alive
/opt/s amples/mar‘kOfU/* -pcap [rT] 1 so-ethi-1 3.92 2024-12-1023:43:53  58.64.132.141 80 172.16.150.20 1098 &  ETTROJAN [ANY.RUN] Win32/GhostRat Keep-Alive
L. . . Il 1 so-ethi- 3100 2024-12-1023:43:53  58.64.132.141 80 172.16.150.20 1097 6  ETTROJAN [ANY.RUN]Win32/GhostRat Keep-Alive
2, Sta rted examini ng realt| me events feed N [rT] 1 so-ethi-1 3.299 2024-12-1023:43:54  58.64.132.141 80 172.16.150.20 1097 6  ETTROJAN [ANY.RUN] Win32/GhOstRat Keep-alive
SG U I L Il 1 so-ethi- 3353 2024-12-1023:43:54  58.64.132.141 80 172.16.150.20 1097 6  ETTROJAN [ANY.RUN]Win32/GhostRat Keep-Alive

.

Keep-alive/heartbeat — could indicate that a session

3. Noticed that 321 events occurred where a is still open.

rule for detecting an encrypted Remote
Access Trojan session was tripped.

Sensor Name: so-eth1-1

4. Viewed event transcripts to see what Timestamp: 2024-12-10 23:43:53
Connection ID: .so-eth1-1_84
happened. SrcIP: 172.16.150.20 (Unknown)
Dst IP: 58.64.132.141 (Unknown)
Src Port: 1097
DrsclP?]rrll: 80
. . 0S Fingerprint: 172.16.150.20:1097 - Windows 2000 SP2+, XP SP1+ (seldom 98)
Why |nvest|gate? 05 Fingerprint: -= 58.64.132.141:80 (distance 1, link: ethernet/modem)
The event message and occurrence count are e
concerning, and the network traffic does not SRC: 154 .10
match anything “normal” that I’ve previously Dot ahont
seen. “GhOst” appears at the beginning of the DST: GhOSE..... X.C....
payload, is noticeably legible compared to the oRe:
data the follows, and also fits hacker SRC:
stereotypes. Based on that, | think further e
investigation is reasonable. P
DST:.
SRC:.
DST: .

Unusual-looking traffic.



Snort/SIEM Rule

What is the rule doing?

In a nutshell:

Alerts on TCP traffic (on any port) going
from our network to an external network.

Connection must have been established
(a 3-way TCP handshake was completed)
and the packet data must have included

“GhO0st” in the first 5 bytes of the payload

[1].

Potential improvement:

We could try to remove the depth:5
condition, but this might match more
traffic than we want. Updated versions of
the malware might try to make traffic
harder to identity by moving the “Gh0Ost”
data, which seems to be some sort of
anchor/identifier, to a different location.

Sensor Name: so-eth1-1
Timestamp: 2024-12-10 23:43:53
Connection ID: .so-eth1-1_84

SrcIP: 172.16.150.20 (Unknown)
Dst IP: 58.64.132.141 (Unknown)
Src Port: 1097

Dst Port: B0

05 Fingerprint: 172.16.150.20:1097 - Windows 2000 SP2+, XP SP1+ (seldom 98)
05 Fingerprint: ->58.64.132.141:80 (distance 1, link: ethernet/modem)

SRC: GhOst........ x.KC...@...\..L@:8..,35U1 19[.."....!
SRC: (+. " Mewee (@l oo
SRC: Q...2...&.W...7@C1.a..8C.QL)B...@0....f.a.......L.LK.—.../.54." ...1.0...

This traffic...

...triggered this rule

alert tcp $HOME_NET any -> $EXTERMAL_MNET any (msg:"ET TROJAN GhOst Remote Access Trojan Encrypted Session
To CnC Server”; flow:established,to_server; content:"GhOst"; depth:5;
reference:urlwww.scribd.com/doc/13731776/Tracking-GhostMet-Investigating-a-Cyber-Espionage-Network;
reference:urlwww.symantec.com/connect/blogs/inside-back-door-attack; classtype:trojan-activity; sid:2013214;
rev:4; metadata:affected_product Windows_XP_Vista_7_8_10_Server_32_&4 Bit, attack_target Client_Endpoint,
created_at 2011_07_06, deployment Perimeter, malware_family Ghost, malware_family PCRAT, signature_severity
Critical, tag PCRAT, tag GhOst, tag RAT, updated_at 2015_10_09;)
/nsm/server_data/securityonion/rules/so-eth1-1/downloaded.rules: Line 29569




GeoScope & Attribution

* The external address mapsto a
location in Hong Kong, China.

* According to a reference in the Snort

\ rule, the ghOst remote access trojan
: was part of a Chinese cyber espionage

operation —and one of its C2 servers
was in Hong Kong [2, p. 32].

Map view (launched from Wireshark).

Ethernet » 2 IPvd - 2 IPvE TCP - 2 uop

Address Packets EBEytes Tx Packets TxEBytes RxPackets RxBytes Country City AS Mumber AS Organizaticn
5884032141 211 12k 105 6352 106 3940 Hong Kong — 17444 HEKEM Enterprise Solutions Limited
172.16.150.20 211 12k 106 5840 105 6382 — - - —

Wireshark IPv4 endpoint information (Alert ID 3.84).




ST Sensor Alert ID Date/Time 5 Dst IP DPort r | Event Message
- 1 so-ethi-1 3.85 2024-12-1023:43:53  172.16.150.20 1097 58.64.132.141 80 6 ET TROJAN Backdoor family PCRat/GhOst CnC traffic (OUTBOUND) 102
- 1 so-eth1-1 3.90 2024-12-1023:43:53  172.16.150.20 1098 58.64.132.141 80 6 ET TROJAN Backdoor family PCRat/GhOst CnC traffic (OUTBOUND) 102
- 1 so-eth1-1 3.102 2024-12-1023:43:53  172.16.150.20 1099 58.64.132.141 80 6 ET TROJAN Backdoor family PCRat/GhOst CnC traffic (OUTBOUND) 102
- 1 so-ethi-1 3.301 2024-12-1023:43:54  172.16.150.20 1136 58.64.132.141 80 6 ET TROJAN Backdoor family PCRat/GhOst CnC traffic (QUTBOUND) 102
- 1 so-ethi-1 3.355 2024-12-1023:43:54  172.16.150.20 1238 58.64.132.141 80 6 ET TROJAN Backdoor family PCRat/GhOst CnC traffic (QUTBOUND) 102

Outbound traffic rules for the malware were tripped, but the traffic itself is not intelligible (see next slide).

| did not find any artifacts that can defend claims about how the ghOst RAT was initially downloaded or by whom. However,
we know that the malware must have been executed based on the outbound traffic events recorded in SGUIL.

| have identified two possible explanations so far:
1. Information about the malware’s download/origin was not captured.

2. Theinformation was captured, but it hasn’t been found yet.
* Evidence suggests that the first sign of the malware is the from traffic that triggered the rule on slide 3.

* |searched for other traffic involving the known Src IP, Dst IP, and for “GhOst” at the beginning of packet payloads but did not uncover
more information to suggest an origin.



Concealment

In the ghOst RAT traffic that was detected,
the only legible information is the first five
bytes: “Gh0st”. The other payload data is

unintelligible and presumably encrypted.

At least some useful information is
exposed, though. Repeated identical
payloads lead me to believe that the RAT
has keep-alive/heartbeat functionality.

Apart from this, | did not locate artifacts
that could suggest additional forms of
concealment like erasing log files on the
endpoint. However, this does not mean
that more concealment methods aren’t
being used.

GhOstf...] x.K

wdb.......... T GhOostQ...M...x.K

l..g. s R..> wdb. . T
9.Q. Vi l..g./....R..>

Bissaas T fiecss 9.0Q... ..V1i

Aol (L7 Founnn. T .( -
o -

The traffic appears encrypted, and the relatively low amount
of data suggests that this is command and control
instructions rather than (for example) a mass exfiltration of
secret or otherwise sensitive data.

Repeated payload.



MITRE ATT&CK Chart and Table

TA0043: A004 TA0001: TA0002: TA0003: TA0004: TA0005: TA0006: TA0007: TA0008: TA0009: TAQO11: TA0010: TA0040:
Reconnaissance ource Developme Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Command and Control Exfiltration Impact
T1588.001 T1095 T1041
Obtain Capabilities: Non-Application Layer| Exfiltration Over C2
Malware Protocol Channel
T1132
Data Encoding|
Tactics Techniques Threat Actor Artifacts/Activity MITRE ATT&CK Reference URL
TAD001: Resource Development |T1588.001: Obtain Capabilities - Malware |The attacker obtained malware, in this case a remote access trojan, for use - its presence was . .
https://attack.mitre.org/techniques/T1588/001/
detected on the network.
TAD011: Command and Control |T1095: Non-Application Layer Protocal | A non-application layer protocol was used in communications between the host and the . i
https://attack.mitre.org/techniques/T1095/
suspected C2 server.
T1132: Data Encoding Data transmitted over the C2 channel was encoded. https://attack.mitre.org/techniques/T1132/
TAO0010: Exfiltration T1041: Exfiltration Over C2 Channel Data was exfiltrated. In this case, we do not know exactly what was exfiltrated. There are no
indications of a large file transfer to indicate a large amount of data theft, but that possibility  |https://attack.mitre.org/techniques/T1041/
cannot be ruled out.

The presence of the tactics and techniques listed above can be supported by the
artifacts that | located.

| believe that, realistically, the ghOst malware is probably using more tactics/techniques
than are listed here [3], but | did not find artifacts that can support this claim.




Conclusions & Recommendations

Potential chain of events:

1.

ghOst RAT malware made its way to a host on
the network and was executed.

Traffic/artifacts related to this might not have been
captured.

The 172.16.150.20 host became infected and
began communicating with the
58.64.132.141 host.

Evidence suggests that the external address

(58.64.132.141) could be a C2 server located in China.

Events detecting outbound traffic and a keep-
alive payload occurred.

This suggests that the malware exfiltrated some
amount of data.

We are uncertain what the contents of the outbound
data were because it appears encrypted.

Repeated observations of the keep-alive mean that
the malware is probably still active.

Thoughts & recommendations:

1. We should assume that the initial access
method still works.

| did not find evidence to suggest otherwise.

Secrets could have been exfiltrated, but small
amounts of payload data make me believe that only
basic C2 information has been exchanged so far.

References in the SIEM rule make me believe this was
done for espionage purposes.

We know that outbound communications happened,
but we don’t know what the decrypted contents were.

2.  Non-destructively investigate affected
systems.

Because the traffic and detection rule suggest that the
malware is for espionage and remote access, | believe
we should take the event seriously.

Understanding the malware’s capabilities will help us
determine the event’s severitY(and next steps (e.g., re-
image devices, search for leaked secrets on the net,
determine if a data breach occurred).

Consider isolating affected non-essential assets
depending on investigation findings.

It may be wise to involve additional analysts at this
point, as | could not find all the information we want.
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