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Initial Event 
Investigation Steps
1. Replayed packets:

• sudo tcpreplay –i eth1 –M10 
/opt/samples/markofu/*.pcap

2. Started examining realtime events feed in 
SGUIL.

3. Noticed that 321 events occurred where a 
rule for detecting an encrypted Remote 
Access Trojan session was tripped.

4. Viewed event transcripts to see what 
happened.

Why investigate?

The event message and occurrence count are 
concerning, and the network traffic does not 
match anything “normal” that I’ve previously 
seen. “Gh0st” appears at the beginning of the 
payload, is noticeably legible compared to the 
data the follows, and also fits hacker 
stereotypes. Based on that, I think further 
investigation is reasonable. 

Initial and potentially related events 
(selected in yellow).

Keep-alive/heartbeat – could indicate that a session 
is still open.

Unusual-looking traffic.



Snort/SIEM Rule
What is the rule doing?
In a nutshell:
• Alerts on TCP traffic (on any port) going 

from our network to an external network.
• Connection must have been established 

(a 3-way TCP handshake was completed) 
and the packet data must have included 
“Gh0st” in the first 5 bytes of the payload 
[1].

Potential improvement:
• We could try to remove the depth:5 

condition, but this might match more 
traffic than we want. Updated versions of 
the malware might try to make traffic 
harder to identify by moving the “Gh0st” 
data, which seems to be some sort of 
anchor/identifier, to a different location. 

This traffic…

…triggered this rule



GeoScope & Attribution

Wireshark IPv4 endpoint information (Alert ID 3.84).

Map view (launched from Wireshark).

• The external address maps to a 
location in Hong Kong, China.

• According to a reference in the Snort 
rule, the gh0st remote access trojan 
was part of a Chinese cyber espionage 
operation – and one of its C2 servers 
was in Hong Kong [2, p. 32].



Impact

I did not find any artifacts that can defend claims about how the gh0st RAT was initially downloaded or by whom. However, 
we know that the malware must have been executed based on the outbound traffic events recorded in SGUIL.

I have identified two possible explanations so far:
1. Information about the malware’s download/origin was not captured.
2. The information was captured, but it hasn’t been found yet.

• Evidence suggests that the first sign of the malware is the from traffic that triggered the rule on slide 3.
• I searched for other traffic involving the known Src IP, Dst IP, and for “Gh0st” at the beginning of packet payloads but did not uncover 

more information to suggest an origin.

Outbound traffic rules for the malware were tripped, but the traffic itself is not intelligible (see next slide).



Concealment
In the gh0st RAT traffic that was detected, 
the only legible information is the first five 
bytes: “Gh0st”. The other payload data is 
unintelligible and presumably encrypted.

At least some useful information is 
exposed, though. Repeated identical 
payloads lead me to believe that the RAT 
has keep-alive/heartbeat functionality.

Apart from this, I did not locate artifacts 
that could suggest additional forms of 
concealment like erasing log files on the 
endpoint. However, this does not mean 
that more concealment methods aren’t 
being used.

The traffic appears encrypted, and the relatively low amount 
of data suggests that this is command and control 

instructions rather than (for example) a mass exfiltration of 
secret or otherwise sensitive data.

Repeated payload.



MITRE ATT&CK Chart and Table

The presence of the tactics and techniques listed above can be supported by the 
artifacts that I located.

I believe that, realistically, the gh0st malware is probably using more tactics/techniques 
than are listed here [3], but I did not find artifacts that can support this claim.



Conclusions & Recommendations
Potential chain of events:
1. gh0st RAT malware made its way to a host on 

the network and was executed.
• Traffic/artifacts related to this might not have been 

captured.

2. The 172.16.150.20 host became infected and 
began communicating with the 
58.64.132.141 host.

• Evidence suggests that the external address 
(58.64.132.141) could be a C2 server located in China.

3. Events detecting outbound traffic and a keep-
alive payload occurred.

• This suggests that the malware exfiltrated some 
amount of data.

• We are uncertain what the contents of the outbound 
data were because it appears encrypted.

• Repeated observations of the keep-alive mean that 
the malware is probably still active.

Thoughts & recommendations:
1. We should assume that the initial access 

method still works.
• I did not find evidence to suggest otherwise.
• Secrets could have been exfiltrated, but small 

amounts of payload data make me believe that only 
basic C2 information has been exchanged so far.

• References in the SIEM rule make me believe this was 
done for espionage purposes.

• We know that outbound communications happened, 
but we don’t know what the decrypted contents were.

2. Non-destructively investigate affected 
systems.

• Because the traffic and detection rule suggest that the 
malware is for espionage and remote access, I believe 
we should take the event seriously. 

• Understanding the malware’s capabilities will help us 
determine the event’s severity and next steps (e.g., re-
image devices, search for leaked secrets on the net, 
determine if a data breach occurred).

• Consider isolating affected non-essential assets 
depending on investigation findings.

• It may be wise to involve additional analysts at this 
point, as I could not find all the information we want.
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