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INITIAL DATE/TIME STAMP 

 
 

 

 

BOBBY’S FIRST DAY 

Step 4. Open a command prompt as administrator and execute the following command to 

install the Sysmon driver. 

 

 
 

 

 

Step 7. Use the desktop shortcut to open Wireshark. Start a capture on the Ethernet interface 

using the capture filter ip to filter out IPv6 traffic. 
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THE RED TEAM STARTS THEIR ATTACK RUN 

Step 6. Run the following commands to start the database, email, and web servers you will use 

during the attack and launch the Metasploit Framework. 

 

 
 

 

 

Step 7. At the msf5 prompt, execute the following scan. Show the completed scan results. 
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Step 9. Observe the Wireshark output for a minute, using the summary and analysis tools as well 

as watching the frame-by-frame output. 

 

 
 

9a. What are two defensible artifacts that make it obvious that a network scan is going on? 

 

For one, the amount of traffic captured by Wireshark increased dramatically 

as soon as I started the scan. This is a little unfair considering that I’m 

playing both sides in this lab though. 

 

Looking at the scan options, we used -T3 which is the “normal” timing 

template for scans, -A to enable aggressive scanning options (such as 

operating system detection), and -D to make it appear that scans are also 

coming from the 10.1.0.10x IP addresses that we specified. (nmap man 

page). 

 

In the screenshot below, we can see frames in Wireshark that have the same 

destination IP address (10.1.0.101) and the same values in the Length and 

Info columns. However, they look to be coming from different IP addresses 

with hardly any time passing between them. 

 

 
 

Maybe there’s a case where this would be expected, but seeing this would 

immediately make me think a network scan is happening and that someone is 

trying to hide the IP of the machine they’re using to scan the network. We 

also see 23 as the destination port for some of the captured frames (a well-

known port number for the unencrypted protocol telnet). It would 

probably be of interest for the person initiating a network scan to know if 

this port is open, but this could be said about other port numbers too. 



PORTFOLIO | Observing Endpoint IoCs Will Kittredge 

Page 6 of 24 

Additionally, it looks to me like a SYN scan was being performed in the 

screenshot below. In frame 410, the Kali machine (10.1.0.192) sends a TCP 

SYN packet to port 135 of the 10.1.0.101 machine. In the next frame, 

10.1.0.101 responds with SYN, ACK. Nmap knows that the port is open at 

this point and doesn’t need to complete the three-way TCP handshake like 

normal (Lyon, 2008, p. 97). The attempted connection is reset in frame 429. 

Interestingly, it seems that this reveals the IP of the actual machine 

performing the scan as I did not observe RST packets that looked like they 

were coming from the decoy addresses. 

 

 
 

9b. What is the attack machine’s MAC address? 
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SET UP A PHISHING SITE 

Step 2. When the scan has completed, run hosts to view a summary of the detected hosts. 

 

 
 

 

 

RUN THE PHISHING EXPLOIT 

Step 2. Configure Ettercap DNS – Add the following lines to the end of the file and save it. 

 

 
 

 

 

Step 6. Select 10.1.0.1 and click Add to Target 1, then select 10.1.0.10x (where x completes 

the DHCP-assigned IP of PC1) and click Add to Target 2. 
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Step 8. Show the ARP poisoning victims. 

 

 
 

 

 

Step 13. Compose a message to bobby@515support.com purporting to be from the local 

network administrator advising installation of the file on the corporate intranet to help deal with 

the ongoing incident. Make the text “corporate intranet” a hyperlink to 

http://update.515support.com and send the message. 
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PLAY ALONG 

Step 4. Restart the Wireshark capture with the same ip capture filter. 

 

 
 

 

 

Step 5. View the email in Thunderbird. 

 

5a. Would the impersonated sender address be convincing if you weren’t looking for it? 

 

I like to think that I wouldn’t fall for an email that has a single word subject 

and only a hyperlink in the body, but I think it could otherwise be convincing 

if the email was made to look more official. The extra “p” in “suppport” is 

hard to catch at a glance if you don’t look at the sender address carefully – I 

nearly missed it myself when following the steps. Furthermore, the average 

untrained user might even notice (but not be be put off by) some of these 

things and fall for the phish anyways. 

 

 

 

Step 8. Switch to Wireshark and stop the capture. Locate the DNS query – it will be just before 

the big block of green HTTP packets. 

 

8a. What is the IP address of the server? 
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8b. What is the MAC address of the server? 

 

 
 

8c. How do we know for sure what DNS packet is the response to the DNS query? 

 

In Wireshark, we can expand the tabs to see more about each layer. For 

example, in frame 89 (the DNS response above), expanding the “Domain 

Name System (response)” tab will show that the request it corresponds to 

came in frame 88. 

 

 

 

NAVIGATE THE OODA LOOP 

Step 5. Right-click the evilputty.exe process and select Properties. Select the TCP/IP tab. 

Note that the process has opened a network connection. Click OK. 
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5a. What is the PPID of the process? 

 

 
 

The PPID (parent process ID) is 984. We know this because we can see that 

PID 984 (browser_broker.exe) has spawned evilputty.exe as a child 

process. 

 

5b. What is the purpose of browser_broker.exe? 

 

browser_broker.exe is a legitimate Microsoft Edge process according to 

what I found, but it can be exploited for malicious purposes. It seems to be 

involved in inter-processes communication (IPC) and “sandboxing” built 

into the browser. (Gerkis, 2019). This would make sense because the word 

“broker” makes me think of an intermediary. My thought is that the 

browser_broker.exe process is used as an intermediary for communication 

between other processes and the sandboxed parts of Microsoft Edge. 
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5c. Is the process connected? How do we know for sure? 

 

I think that the process must somehow be connected to evilputty.exe 

considering that it spawned it as a child process. We also ran the program 

from within Microsoft Edge using the “Run” button after saving it. I’m not 

sure (and didn’t really find a good answer for) if browser_broker.exe 

spawning child process is expected behavior, or if evilputty.exe is 

somehow exploiting a vulnerability in browser_broker.exe to get the access 

that it needs. 

 

This is not a 1:1 comparison considering that I tested with a different file on 

a different computer using a different Windows version, but I tried 

downloading an executable using Microsoft Edge and running it using the 

buttons inside the browser. The executable I ran did show up as a child 

process of Microsoft Edge, but I did not see any brower_broker.exe 

processes in Process Explorer. 

 

 

 

Step 8. Make a note of the local system time on PC1 to help you to correlate the following 

intrusion activity to logged events at the end of the lab. 

 

 
 

 

 

OBSERVE & ORIENT 

Step 2. Run getuid and ps. 
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Step 3. Make a note of the PID of OneDrive.exe and then run the following commands, 

substituting in your noted PID. 

 

 
 

 

 

Step 4. View the properties of OneDrive.exe – On PC1, observe what happens. 

 

4a. Check the properties of OneDrive.exe for changes. 

 

 
 

We can see that a thread was recently started, right around the time that I 

would have run the migrate command. It suspiciously uses about the same 

amount of CPU as the I observed the evilputty.exe process using. 
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Step 6. Curse your forgetfulness, open an administrative prompt and run the same command. 

Note that the original evilputty.exe PID is listed as the process connected to 10.1.0.192. 

 

 
 

 

 

DECIDE & ACT 

Step 3. Run the following two commands to get system privileges and dump the local password 

hash store. 

 

 
 

 
  



PORTFOLIO | Observing Endpoint IoCs Will Kittredge 

Page 15 of 24 

3a. Run getuid and ps. 

 

 
 

 

 

Step 8. You should now have a Meterpreter shell on the DC. Run the following commands to 

exploit this fact. 

 

8a. Run getuid. 

 

 
 

8b. Run hashdump. 

 

 
 

8c. Run shell. 
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8d. Run net user admiin Pa$$w0rd /add /domain. 

 

 
 

8e. Run net group “Domain Admins” admiin /add /domain. 

 

 
 

 

 

LESSON LEARNED 

Step 2. Right-click Start and select Event Viewer. Expand Applications and Services 
Logs > Microsoft > Windows > Sysmon > Operational. 
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Step 3. Show artifacts to validate and defend the following claims: 

 

3a. ProcessCreate and Network connection events when evilputty.exe was launched. 

 

 
 

 
 

In the ProcessCreate event, we can see that PID 5968 is created. This is the 

same PID I observed for evilputty.exe in Process Explorer. We can also 

see that paths to evilputty.exe and browser_broker.exe are logged. In 

the network connection event, the source and destination IPs/ports are the 

same as the connections we saw for PID 5968 after running netstat -bonp. 



PORTFOLIO | Observing Endpoint IoCs Will Kittredge 

Page 18 of 24 

3b. A CreateRemoteThread event when the Meterpreter shell was migrated to the 

OneDrive.exe process (attack.mitre.org/techniques/T1055). 

 

 
 

We can see that the logged SourceProcessId is 5968, the PID of 

evilputty.exe. The logged TargetProcessId is 6136, the PID of 

OneDrive.exe. Finally, the logged NewThreadId is 6972, which is the TID of 

the thread I observed using the same amount of CPU in Process explorer as 

evilputty.exe did before running the migrate command. 
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3c. A sequence of Process Create events where the user legitimately executed a command 

prompt as administrator, prompting the consent.exe process to perform UAC. 

 

 
 

 
 

In the first ProcessCreate event, it looks like consent.exe was executed for 

the UAC prompt based on the logged Image path. In the second 

ProcessCreate event, it looks like cmd.exe was executed (also based on the 

Image path); the logged IntegrityLevel is High. According to Microsoft 

documentation, this is the integrity level that elevated users receive (Ashcraft 

et al., 2021). 
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3d. A Registry value set event followed by Process Create events where the Bypass UAC by 

COM hijacking attack was used (attack.mitre.org/techniques/T1088). 

 

 
 

 
 

When we used the bypassuac_comhijack exploit, it reported that it was 

targeting the Event Viewer. The logged TargetObject value and the logged 

Details value in the registry event correspond to information that Metasploit 

reported to me when the exploit was running (see screenshot on next page). 

In the ProcessCreate event, it looks like it is starting to do something with the 

Event Viewer based on the logged value for CommandLine. This would 

make sense if the exploit is targeting the Event Viewer. The logged 

ParentProcessId is also 6136, the PID of OneDrive.exe where 

evilputty.exe seems to be hiding. 
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3e. Registry value set events followed by Process Create events where the getsystem script 

exploits named pipes (cmd.exe /c echo ylscvl > \\.\pipe\ylscvl) to obtain system-

level privileges. 

 

 
 

In this registry event, the logged Details value corresponds to the example in 

this question’s text. The command is the same, but the pipe is named 

differently. In the ProcessCreate event (see screenshot on next page), it looks 

like that same named pipe is being used based on the value logged for 

CommandLine. 
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ENDING DATE/TIME STAMP 
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Lessons Learned 

Learned 

This was probably the longest and most “involved” lab that I’ve done for any ISI class to 

date. A good portion of the steps were new or at least felt unfamiliar. Like my comment on the 

previous lab, I think it’s very valuable to see and do the things that real analysts do on the job. 

Labs like this help me understand the bigger picture; I feel less “blind” about what infosec is like 

in the real world compared to the academic side. No amount of traditional classroom teaching is 

going to replace working through labs and any problems you encounter along the way. 

Surprises & Challenges 

I went through this lab twice. On my second time through, I ran into a problem where 

evilputty.exe didn’t act as expected initially. I’m still not sure why. I double-checked that I 

followed the steps correctly and used the up arrow to check my commands. Everything worked 

up until the step where we ran evilputty.exe from Microsoft Edge. I followed the steps but 

did not see a process in Process Explorer. I rebooted the PC1 VM in Hyper-V, then checked that 

virus protection was still off and Sysmon was running. Then everything worked after repeating 

steps in the “Run the Phishing Exploit” and “Play Along” sections. I forgot to remove the 

original evilputty.exe, though (this is why it shows in my screenshots as evilputty.exe 

(1)). 
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