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LAB 2: CAPTURE AND CLASSIFY YOUR OWN BACKGROUND TRAFFIC 

i. Insert a screenshot of active interfaces and answer the following: 

 

 
 

a. How many different types of interfaces do you have? Explain what they all are. 

 

There are 14 listed interfaces. Ethernet 0 and 1 are physical interfaces that 

are built into my motherboard (the board also has built-in Wi-Fi and 

Bluetooth interfaces, but these are disabled in BIOS due to some problems 

I’m working through with Linux dual booting). The listed Wi-Fi 0 and 

Bluetooth 0 interfaces are also physical. I have a PCIe Wi-Fi/Bluetooth 

adapter with firmware that plays nice with Linux slotted into my 

motherboard. I believe that the rest of the interfaces are virtual. The 

loopback interface is for local communication (the device communicating 

with itself). Both VMware interfaces were created by VMware Workstation 

and are used for VM networking (VMware, 2019). Similarly, the vEthernet 

interfaces are used by Hyper-V – one appears to be for my Ubuntu WSL 

environment (Harwood et al., 2021). I honestly wasn’t sure about the  

Local Area Connection interfaces, and I’m still not completely satisfied 

with the answer I found. However, I believe that these are also virtual 

interfaces. According to a StackExchange answer, Windows automatically 

creates these for its own purposes and sets them as hidden (Mittal, 2014). 
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b. Provide a screenshot of one interface’s detailed characteristics. 

 

 
 

I was unable to locate any additional views that show more detailed 

information about a specific interface in Wireshark. Hovering the mouse 

cursor over an interface or expanding the arrow does show associated 

addresses though. 

 

ii. Insert screenshots that show: 

 

a. Only DNS (port 53) traffic filtered. 

 

 
 

b. A DNS packet that initiated a DNS request. 
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iii. Insert a screenshot that shows only HTTP (port 80) traffic filtered. 

 

 
My original 5-minute background capture did not include any HTTP traffic, I 

started a new capture and browsed to a webpage to generate the traffic in the 

screenshot above. 
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iv. Insert a screenshot that shows the source and destination port of a packet and answer the 

following: 

 

 
 

a. Can you tell the direction of a packet by the source and destination port? How? 

 

I think that it is possible to determine the direction of a packet based on its 

source and destination port because of reserved and ephemeral ports, but 

I’m not certain if it is always possible (I’m leaning towards no). If a packet’s 

source port is some well-known port number like 80 or 443 and the 

destination port is some larger port number in the ephemeral range, it stands 

to reason that the packet is likely outbound from a web server/inbound to a 

client. The opposite (outbound from a client/inbound to a web server) would 

likely be true in this example when the source and destination ports are 

swapped (Rosenberg, 2003; Johnson, 2019). It seems like this logic could 

break down if the client forces a well-known port number to be used instead 

of an ephemeral port number (is this possible? I don’t see why not), or 

potentially in some other edge cases that are unknown to me. 
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v. Insert an example screenshot and answer the following: 

 

 
 

a. Where does the actual “packet” PDU begin and end in a trace file? 

 

I was uncertain if this question was referring to how packets are actually 

stored in the .pcapng file format, or if it meant where the “data” actually 

begins/ends on the individual packet level as seen in Wireshark. In the 

context of part B of this question, I interpreted it as the latter. The “packet” 

PDU label is used loosely, but technically refers to protocol data units at the 

network layer as we’ve learned. Each “layer” adds a header with the 

required/necessary information. In the screenshot above, the IPv4 header is 

selected; this marks the beginning of the layer 3 packet, which itself contains 

a layer 4 segment/datagram. 
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b. Explain the difference between the PDUs of packet, frame, and a segment. 

 

As mentioned in part A, “frame,” “packet,” and “segment” (or “datagram”) 

technically refer to PDUs at layers 2, 3, and 4 respectively. A frame is the 

PDU at the data link layer. A frame contains a packet, which itself contains a 

segment/datagram. A packet is the PDU at the network layer and contains a 

segment/datagram, and so on. 
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LAB 3: OPEN A NETWORK CAPTURE FILE 

i. Provide a screenshot of completed step 2. 

 

 
 

 

 

CHAPTER 0 CHALLENGE 

0-1. How many packets are in this trace file? 

 

 
 

According to the information displayed at the bottom of the screen in 

Wireshark, there are 20 packets in the trace file. 

 

 

 

0-2. What IP hosts are making a TCP connection in frames 1, 2, and 3? 

 

 
 

In frames 1, 2, and 3, IP hosts 192.168.1.108 and 50.19.229.205 are 

making a TCP connection. 
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0-3. What HTTP command is sent in frame 4? 

 

 
 

In frame 4, the HTTP command is GET. 

 

 

 

0-4. What is the length of the largest frame in this trace file? 

 

 
 

Sorting the “Length” column from largest to smallest shows two frames tied 

for largest at 1,428 bytes. 

 

 

 

0-5. What protocols are seen in the Protocol column? 

 

 
 

The only protocols seen in this file are TCP and HTTP. 
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0-6. What responses are sent by the HTTP server? 

 

 
 

The HTTP server responds with 302 Found. 

 

 

 

0-7. Is there any IPv6 traffic in this trace file? 

 

 
 

No, it appears that all the source and destination addresses are IPv4. 
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LAB 4: ADD HTTP HOST FIELD AS A COLUMN 

i. Provide a screenshot of completed step 6. 

 

 
 

 

 

LAB 5: SET KEY WIRESHARK PREFERENCES 

i. Follow all the steps in the lab and provide a complete screenshot of step 9. 
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LAB 6: CREATE NEW PROFILE BASED ON THE DEFAULT PROFILE 

i. Make a profile labeled wireshark101 and provide a screenshot. 

 

 
 

 

 

LAB 7: IMPORT A DNS/HTTP ERRORS PROFILE 

i. Provide a screenshot of completed step 6. 
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LAB 8: SPOT PATH AND SERVER LATENCY PROBLEMS 

i. Provide a screenshot of completed step 7. 

 

 
 

 

 

CHAPTER 1 CHALLENGE 

1-1. In which frame number does the client request the default webpage (“/”)  

 

 
 

Frame 13. 

 

 

 

1-2. What response code does the server send in frame 17? 

 

 
 

The response code is 200 OK. 
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1-3. What is the largest TCP delta value seen in this trace file?  

 

 
 

Using the TCP Delta column that we set up in lab 8, frame 285 has the 

largest delta value at 15.438012000. 

 

 

 

1-4. How many SYN packets arrived after at least a 1 second Delay 

 

 
 

Still in the same view (sorted largest to smallest by TCP delta value), I 

applied tcp.flags.syn == 1 as a display filter. It looks like four SYN 

packets arrived after at least a 1 second delay. 
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1-5. (not in book) Research and provide a chart of 5 valid HTTP/1.1 Status Codes. In your own 

words, include the code number, definition, and a brief example of when one might see it. Cite 

all sources in APA format. 

 

Code Category Description

1xx Informational
For informational purposes only, a request was received and is 

processing

2xx Success Requested was processed successfully

3xx Redirection More action is needed before request can process successfully

4xx Client Error
Client-side error; the request contains a syntax mistake or cannot 

be processed

5xx Server Error Server-side error; the request is good but cannot be processed

Description

The request was successfully processed and a new resource was 

created (e.g., new user account)

Server could not find requested resource (e.g., client requests a 

page that has moved URLs without any redirection)

The resource has been moved to a new URL (e.g., a client requested 

www.website.com/info, but it is now www.website.com/about)

A proxy/gateway server got an invalid response from upstream 

(e.g., a networking micsonfiguration causes a communication issue)

The request is good but is not fulfilled (e.g., wrong credentials are 

provided or user has insufficient permissions)

502 Bad Gateway

403 Forbidden

Code

HTTP Status Codes

201 Created

404 Not Found

301 Moved Permanently

 
 

The table above is based on RFC9110 (sections 15.1 – 15.6), the IANA HTTP 

status code registry, and Mozilla documentation (Fielding et al., 2022; IANA, 

2022; Mozilla Developer Network, 2024). 
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LAB 9: CAPTURE TO FILE SETS 

i. Follow all the steps in the lab and provide a complete screenshot of step 7. 

 

 
 

 

 

LAB 10: USE RING BUFFER TO CONSERVE DRIVE SPACE 

i. Follow all the steps in the lab and provide a complete screenshot of step 10. 

 

 
 

 

 

LAB 11: CAPTURE ONLY TRAFFIC TO OR FROM YOUR IP ADDRESS 

i. Follow all the steps in the lab and provide a complete screenshot of step 6 
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LAB 13: CREATE, SAVE, AND APPLY A DNS CAPTURE FILTER 

i. Follow all the steps in the lab and provide a complete screenshot of step 10. 

 

 
 

 

 

CHAPTER 2 CHALLENGE 

2-1. Did you capture any ICMP traffic? 

 

 
 

No ICMP packets were captured. 
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2-2. What protocols are listed for your browsing session to www.ChapelleU.com? (redirects to 

www.chappell-university.com) 

 

 
I couldn’t connect to an HTTP version of www.chappell-university.com (only HTTPS), so I 

browsed to www.testingmcafeesites.com instead to generate this traffic. 

 

The TCP and HTTP protocols are listed for the browsing session. 

 

 

 

2-3. How many ICMP packets did you capture? 

 

 
 

8 ICMP packets were captured (4 requests and 4 replies). 

 

 

 

2-4. What ICMP Type and Code numbers are listed in your Trace File? 

 

 

 
 

The requests show Type 8/Code 0, and the replies show Type 0/Code 0. 
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2-5. (not in book) Research ICMP Types and Codes. Provide a concise explanation for each of 

the following Type 3 Code conditions; what does it mean exactly? Explain the specifics of why 

one would get this response. 

 

Type Code  

3 0 Network unreachable 

 1 Host unreachable 

 3 Port unreachable 

 5 Source route failed 

 7 Destination host unknown 

 10 Communication with destination host is administratively prohibited 

 12 Destination host unreachable for type of service 

 

 

 

a. Type 3/Code 0 -- Network unreachable 

 

The destination network is unreachable – no packets could be routed there. 

This could happen when a router tries to forward a packet to the correct 

network, but then finds that there isn’t any path in its routing table or it’s 

too far away to reach (MartinGarcia & Lyon, n.d., ICMP Codes Section; 

Osterloh, 2002, p. 4). 

 

 

 

b. Type 3/Code 1 -- Host unreachable 

 

The host’s network is reachable, but the actual host is not. This could happen 

when a router tries to deliver a packet to a disconnected host. The router 

then checks to see if it has a MAC address for the host on the local network, 

attempts to find the MAC address using ARP, receives no reply, and replies 

with Host Unreachable (MartinGarcia & Lyon, n.d., ICMP Codes Section; 

Osterloh, 2002, p. 4). 

 

 

 

c. Type 3/Code 3 -- Port unreachable 

 

The network and the host are reachable, but the specific port on the host is 

not. A packet gets routed and delivered to a host, but the destination port is 

closed/invalid, or the process isn’t running (MartinGarcia & Lyon, n.d., 

ICMP Codes Section; Osterloh, 2002, p. 4). 
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d. Type 3/Code 5 -- Source route failed 

 

Source routing is a kind of routing where the path that a packet takes is 

specified before it is sent (Red Hat, n.d.). The Source Route Failed response 

occurs when the destination can’t be reached by the source route 

(MartinGarcia & Lyon, n.d., ICMP Codes Section; Osterloh, 2002, p. 4). 

 

 

 

e. Type 3/Code 7 -- Destination host unknown 

 

The destination host is not known by the router on its network. A packet is 

received by a router, but the address is bad, or the destination is unknown. It 

sends this message in that event (MartinGarcia & Lyon, n.d., ICMP Codes 

Section; Osterloh, 2002, p. 4). 

 

 

 

f. Type 3/Code 10 -- Communication with destination host is administratively prohibited 

 

The destination network and host are reachable, but the last hop router is 

denying communication with the destination host – it is not allowing traffic 

to pass (MartinGarcia & Lyon, n.d., ICMP Codes Section; Osterloh, 2002, p. 

4). 

 

 

 

g. Type 3/Code 12 -- Destination host unreachable for type of service 

 

The destination network is reachable, but the destination host is not because 

the specified type of service (TOS) in the IP header (second byte) isn’t 

available. The host cannot provide that service (MartinGarcia & Lyon, n.d., 

ICMP Codes Section; Osterloh, 2002, p. 4; Thomas, 2014). 
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LAB 14: USE AUTO-COMPLETE TO FIND TRAFFIC TO A SPECIFIC HTTP SERVER 

i. Follow all the steps in the lab and provide a complete screenshot of step 5. 

 

 
 

ii. Follow all the steps in the lab and provide a complete screenshot of step 6. 

 

 
 

 

 

LAB 16: FILTER ON HTTP TRAFFIC THE RIGHT WAY 

i. Follow all the steps in the lab and provide a complete screenshot of step 3. 

 

 
Screenshot edited to include packet display count 
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LAB 17: FILTER ON TRAFFIC TO OR FROM ONLINE BACKUP SUBNETS 

i. Follow all the steps in the lab and provide a complete screenshot of step 3. 

 

 
 

 

 

LAB 18: FILTER ON DNS NAME ERRORS OR HTTP 404 RESPONSES 

i. Follow all the steps in the lab and provide a complete screenshot of step 2 

 

 
 

ii. Follow all the steps in the lab and provide a complete screenshot of step 4. 

 

 
 

 

 

LAB 19: DETECT BACKGROUND FILE TRANSFERS ON STARTUP 

i. Follow all the steps in the lab and provide a complete screenshot of step 4. 
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LAB 20: LOCATE TCP CONNECTION ATTEMPTS TO A CLIENT 

i. Follow all the steps in the lab and provide a complete screenshot of step 3. 

 

 
 

 

 

LAB 21: FILTER TO LOCATE A SET OF KEY WORDS IN A TRACE FILE 

i. Follow all the steps in the lab and provide a complete screenshot of step 3. 

 

 
 

 

 

LAB 22: FILTER WITH WILDCARDS BETWEEN WORDS 

i. Follow all the steps in the lab and provide a complete screenshot of step 3. 

 

 
 

 

 

LAB 23: IMPORT DISPLAY FILTERS INTO A PROFILE 

i. Follow all the steps in the lab and provide a complete screenshot of step 3. 

 

 
My file was initially empty (besides a comment) 
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LAB 24: CREATE AND IMPORT HTTP FILER EXP BUTTONS 

i. Follow all the steps in the lab and provide a complete screenshot of step 7. 

 

 
 

 

 

CHAPTER 3 CHALLENGE 

3-1. How many frames travel to or from 80.78.246.209? 

 

 
Screenshot edited to include packet display count 

 

I used the display filter ip.addr == 80.78.246.209 to find that 32 frames 

travelled to or from that IP address. 

 

 

 

3-2. How many DNS packets are in this trace file? 

 

 
 

I used a dns display filter to find that there are 8 DNS packets in the file. 
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3-3. How many frames have the TCP SYN bit set to 1? 

 

 
 

Using the tcp.flags.syn == 1 display filter, there are 12 frames with the 

SYN bit set. 

 

 

 

3-4. How many frames contain a string set-cookie in upper or lower case? 

 

 
 

3 frames contain set-cookie in upper or lower case. In lab 21, we used 

frame matches “(?i)(sombrero|football)” to find regex matches for 

frames containing the string “sombrero” or “football” (case insensitive). I 

used the same filter edited to match “set-cookie” instead. 
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3-5. How many frames contain the TCP delta time greater than 1 second? 

 

 
Screenshot edited to include packet display count 

 

18 frames have a TCP delta time greater than 1 second. In a previous lab 

(from a different week), we applied tcp.time_delta as a column. I re-

enabled the column, then prepared a display filter using the context menus in 

Wireshark. I edited the filter to be tcp.time_delta > 1 and applied it. 
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LAB 25: ADD A COLUMN TO DISPLAY COLORING RULES IN USE 

i. Follow all the steps in the lab and provide a screenshot of step 4. 

 

 
 

 

 

LAB 26: BUILD A COLORING RULE 

i. Follow all the steps in the lab and provide a screenshot of step 5. 

 

 
 

 

 

LAB 27: CREATE TEMPORARY CONVERSATION COLORING RULES 

i. Follow all the steps in the lab and provide a screenshot of step 5. 
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LAB 28: USE THE INTELLIGENT SCROLLBAR TO QUICKLY FIND PROBLEMS 

i. Follow all the steps in the lab and provide a screenshot of step 4. 

 

 
 

 

 

LAB 29: EXPORT A SINGLE TCP CONVERSATION 

i. Follow all the steps in the lab and provide a screenshot of step 4. 

 

 
 

 

 

LAB 30: EXPORT A LIST OF HTTP HOST FIELD VALUES FROM A TRACE FILE 

i. Follow all the steps in the lab and provide a screenshot of step 7. 
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CHAPTER 4 CHALLENGE 

4-1. What coloring rule does frame 170 match? 

 

 
 

Frame 170 matches the Bad TCP coloring rule. 

 

 

 

4-2. Temporarily color TCP stream 5 with a light blue background and apply a filter on this 

traffic. How many packets match your filter? 

 

 
 

13 packets match the tcp.stream == 5 display filter. 
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4-3. Create and apply a coloring rule for TCP delta delays greater than 100 seconds. How many 

frames match this coloring rule? 

 

 
 

There are 9 matches for this rule. In frame 373, the background color is 

overridden by the colorized conversation from the previous question. 

 

 

 

4-4. Export this filtered TCP delta information in CSV format. Using Excel, what is the average 

TCP delta time? Screenshot your Excel worksheet. 

 

 
 

Using Excel, I found that the average TCP delta time in the export is 

115.270376 seconds. 
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LAB 31: FILTER ON MOST ACTIVE TCP CONVERSATION 

i. Follow all the steps in the lab and provide a screenshot of step 5. 

 

 
 

 

 

LAB 32: SET UP GEOIP TO MAP TARGETS GLOBALLY 

i. Follow all the steps in the lab and provide a screenshot of step 4. 
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ii. Follow the steps and provide a screenshot of step 5 (any plot point). 
Note: one may have to change permission of the file to open (sudo chmod 775). 

 

 
 

 

 

LAB 33: DETECT SUSPICIOUS PROTOCOLS OR APPLICATIONS 

i. Follow all the steps in the lab and provide a screenshot of step 3. 
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LAB 34: COMPARE TRAFFIC TO/FROM A SUBNET TO OTHER TRAFFIC 

i. Follow all the steps in the lab and provide a screenshot of step 5. 

 

 
 

 

 

LAB 35: IDENTIFY AN OVERLOADED CLIENT 

i. Follow all the steps in the lab and provide a screenshot of step 4. 
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LAB 36: DETECT AND GRAPH FILE TRANSFER PROBLEMS 

i. Follow all the steps in the lab and provide a screenshot of step 5. 

 

 
 

 

 

CHAPTER 5 CHALLENGE 

5-1. Create an IO graph for this trace file. What is the highest packets-per-second value seen in 

this trace file? 

 

 
 

The highest packets-per-second value is about 87. 
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5-2. What is the highest bits-per-second value seen in this trace file? 

 

 
 

Changing the Y axis to Bits/s, the highest value is about 6.235e5 (623,500 bits-

per-second). 

 

 

 

5-3. How many TCP conversations are in this trace file? 

 

 
 

There is one TCP conversation in this trace file. 
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5-4. How many times has “Previous segment not captured” been detected in this trace file? 

 

 
 

The “Previous segment(s) not captured” warning has been detected 172 times 

in this trace file. 

 

 

 

5-5. How many retransmissions and fast retransmissions are seen in this trace file? 

 

 
 

There are 183 counts of the “(suspected) retransmission” note. After 

expanding the note, we can see that this number includes fast 

retransmissions. 
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LAB 37: USE REASSEMBLY TO FIND A WEB SITE’S HIDDEN HTTP MESSAGE 

i. Follow all the steps in the lab and provide a screenshot of step 5. 
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LAB 38: EXTRACT A FILE FROM AN FTP TRANSFER 

i. Follow all the steps in the lab and provide screenshots of steps 7 and 9. 
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LAB 39: CARVE OUT A HTTP OBJECT FROM A WEB BROWSING SESSION 

i. Follow all the steps in the lab and provide screenshots of steps 4 and 5. 

 

 
 

 
 

 

 

CHAPTER 6 CHALLENGE 

6-1. What two .jpg files can be exported from this trace file? 

 

 
 

sample2b.jpg and featureb.jpg can be exported from the trace file. 
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6-2. On what HTTP server and in what directory does next-active.png reside? 

 

 

 
 

www.arbornetworks.com in the 

/modules/mod_arborslideshow/tmpl/img/icon/slider/  directory. 

 

 

 

6-3. Export booksmall.png from this trace file. What is in the image? 

 

 
 

It’s a low-resolution image of part of the book. 
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6-4. Reassemble TCP stream 7. What type of browser is the client using in this stream? 

 

 
 

Based on the value for User-Agent, a Firefox browser was used. 

 

 

 

LAB 40: READ ANALYSIS NOTES IN A MALICIOUS REDIRECTION TRACE FILE 

i. Follow all the steps in the lab and provide a complete screenshot of step 3. 
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LAB 41: EXPORT MALICIOUS REDIRECTION PACKET COMMENTS 

i. Follow all the steps in the lab and provide a screenshot of step 6. 

 

 
 

 

 

CHAPTER 7 CHALLENGE 

7-1. What information is contained in the trace file annotation? 

 

 
 

A comment describes what’s happening in the trace file. Other information 

(such as the capture time, interface details, and file name/size) is also 

available under the Details section. 
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7-2. What packet comments are contained in this trace file? 

 

 
 

There are three packet comments in the file (on frames 136, 231, and 738). 

 

 

 

7-3. Add a comment to the POST message in this trace file. What packet did you alter? 

 

 
 

The packet with the POST message was number 938. 
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LAB 42: SPLIT A FILE AND WORK WITH FILTERED FILE SETS 

i. Follow all the steps in the lab and provide a screenshot of step 6. 

 

 
 

 

 

LAB 43: MERGE A SET OF FILES USING A WILDCARD 

i. Follow all the steps in the lab and provide a screenshot of step 3. 

 

 
 

 

 

LAB 44: USE TSHARK TO CAPTURE TO FILE SETS WITH AN AUTOSTOP CONDITION 

i. Follow all the steps in the lab and provide a screenshot of step 5. 
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LAB 45: USE TSHARK TO EXTRACT HTTP GET REQUESTS 

i. Create an Excel export of stats.txt file and provide a sorted screenshot of results (part 8.6). 

 

 
 

I’m not sure if I understood the instructions correctly, but I used the data in 

the stats.txt file to create a table in Excel. The values are sorted by frames 

first and then by bytes (both from largest to smallest), but this kind of makes 

the hierarchy confusing at-a-glance. I looked for ways to sort the values while 

still retaining a hierarchy (like you can do in the hierarchy statistics window 

natively within Wireshark) but couldn’t find a reasonable solution. 

 

 

 

LAB 46: USE TSHARK TO EXTRACT HTTP HOST NAMES AND IP ADDRESSES 

i. Follow all the steps in the lab and provide a screenshot of step 4. 
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CHAPTER 8 CHALLENGE 

8-1. What Tshark parameters should you use to list active interfaces on your WS system? 

 

 
 

You can use tshark -D to get a list of active interfaces. 

 

 

 

8-2. Using Tshark to extract protocol hierarchy information, how many UDP frames are in 

challenge101-8.pcapng? 

 

 
 

There are 62 UDP frames in challenge101-8.pcapng. 

 

 

 

8-3. Use Tshark to export all DNS Packets from challenge101-8.pcapng to a new trace file 

called ch8dns.pcapng. How many packets were exported? 

 

 
 

Adapting a command from lab 45 to this context, 62 DNS packets were 

exported from the challenge101-8.pcapng capture to ch8dns.pcapng. 
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